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EXECUTIVE SUMMARY

This white paper focuses on the ongoing global efforts to develop and standardise 6G networks, aiming
for a commercial launch around 2030. It highlights the importance of creating a unified 6G vision,
driven by key stakeholders worldwide, towards a sirgjtébal consensus. The European perspective,
represented by the 6G Smart Networks and Services Industry Associatid@)(66 emphasized,
showcasing Europe's proactive role in B€search and Developmem&D andstandardisationalso
addressing societal, environmental, econoraia marketchallenges.

We outline the technological advancements anticipated in 6G, suchtas artificial intelligence (Al)
support, integrated sensing and communications (ISAC), and advanced cybersecurity. We stress the
focus on sustainability, both in making 6G systems themselves sustainable and in using 6G to enhance
sustainability across varioursdustries, including media, transportation, and healthcare

Globally, 6G development is driven by key priorities like security, Al, energy efficiency, and ubiquitous
coverage. Europespeciallythrough the Smart Networks and Services Joint Undertaking-J8IN&nd

its R&D projects like the flagship HeXdl project, has been active in aligning its priorities with global
standards and contributing to the 6G vision.

Furthermore, we discuss the need for seeiconomic considerations in 6G development, including
energy efficiency and sustainability goals. We call for integrating sustainability metrics, like Key Value
Indicators (KVIs), into the R&D process to ensure@ianot only meets technical performance targets

but also contributes positively to societal, economic and environmental goals. We outline the use cases
and key performance indicators (KPIs) for 6G, reflecting the European consoliededrch and
Innovation(R&l)perspective. These use cases are based on inputs from various SNS JU projects and
are categorized into six families, each with a representative use case and corresponding KPIs. In
summary the use case families arg: I(nmersive Experienceij)(Collaborative Robotsiiij Physical
Awareness;i{) Digital TwingDTs) (v) Fully Connected World; and) Trusted Environments.

KPlIs are provided for each use case, including data rates, latency, reliability, and positioning accuracy,
tailored to the specific needs of each use case family. Furthermore, operational aspects are discussed,
with considerations for the efficient operath of 6G networks, including spectrum use, unified
interfaces, deployment strategies, and seamless migration from 5G.

The anticipated services of 6G technology from an "outgid@erspective are also discussed, focusing

on services integrated with or enabled by the 6G system and emphasising the need to sustain and build
on the innovations of 5G during the transition 8&. Wetherefore introduce a "6Genabled Services
Vision" highlighting the importance of interconnected and interoperable smart networks and services
and suggest a new ecosystdavel approach to business for sustainable 6G. The key pofnbsir
Visionare:

1 Fostertransition from 5G to 6G to sustain and enhance 5G innovations.

1 Addresgotential shortcomingsof 5Gin areas that may have been underdeveloped, e.g., with
respect to support of vertical industries.

1 Integratenewservicecapabilitieswith an emphasis on interoperability and service continuity.

1 Propose mterconnected and interoperable smart networks ensuring seamless
interconnection and interoperability amongetwork providers beyond just connectivity.
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1 Define astainable 6G ecosystems prioritising sustainability and encompassing
environmental, social, and economic aspects through a new business ecosystem approach.

TheR&Dof technological enablers for 6G $laeen underway for some years, building on the features
and enhancements of previous generations while also exploring breakthroughs that could
revolutionise mobile connectivity in the near future. The most relevant topics related to the upcoming
6G systeninclude advancements in hardwafidW)and radio technology, flexible network topologies,
deterministic networking, network softwarisation, and digital twinning, as well as the widespread
adoption of Al and ISAC.

The enablers are categorised in a set of concrete areas such as energy efficient technologies, network
and service security, deterministic networking, radio and signal processing, new access and flexible
topologies, edgeloud continuum, network softwarisimn, network intelligence (NI), optical
networks/photonics DTs, and HWtechnologies.

We provide an updated vision dhe forthcoming6G architecture, focusing on potential innovations

and addressing current 5G limitations. We identify fundamental challenges in 5G that hinder efficient
global operations and outline potential architectural innovations for 6@vercome these challenges.

Key areas of focus include interoperability, resource awareness, saw@eness, mukienant
federation, deeper integration of user equipment (UE)Mecthine LearningWL) support, dependable
communications, ISAC, seamless integration between terrestrial andemastrial networks (TN and
NTN), enhanced security and privacy, network simplification, and sustainability. These innovations are
essential for meeting the new @dctives and requirements of 6G as defined by the IMT2030
framework. Innovations in the aforementioned areas will be the foundation for 6G architecture,
building on the existing 5G systg®GShut incorporating novel concepts and technologies.

We outline the major differences between 6G (H4030) and 5G (IM2020), highlighting significant
advancements and new capabilities. 030 builds on 5G usage scenarios (eMBB, URLLC, and
mMTC) and introduces new ones, such as immersive communicati@er-refiable lowlatency
communication, and ISAC. The KPIs for 6G are significantly more demanding, with higher data rates,
lower latency, and enhanced reliability. 6G, in contrast to &dBsiderably emphasizes sustainability,
trustworthiness, and inclusion, aiming to transform technology interactions and support global
sustainability goals. The 6G core network will evolve from 5G, integrating AI/ML for enhanced
efficiency, security, andeaktime resource management. These innovations aim to create a robust,
flexible, and sustainable network architecture capable of supporting-gereration applications and
services.

To realise 6G by 2030, several key 4technical steps must be addressed, including standardisation,
regulation, business strategy, and sustainability.

Standardisation The International Telecommunication Union (ITU) has named the next generation of
mobile technology "IMR2030" or 6G. By 2025, ITU will outline technical requirements that will guide
standardisation bodies like 3GPP in defining what constitutes-ecB@pliant system. 6G will build on

5G foundations but also introduce new concepts such as Ubiquitous Connectivityivex
Communications, and Integrated Sensing. A unified global standard is crucial for a resilient
telecommunications ecosystem, supported @yntributions from industry groups, associations, and
opertsource communities.
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Regulation 6G must comply with various regulations to be commercially viable. Key regulations
include the Radio Equipment Directive (RED), which covers safety and spectrum use; the Data Act,
which addresses data management; the Al Act, which governs Al systermndstiie Cybersecurity

Act, which establishes security certification frameworks. Compliance with these regulations is essential
as 6G becomes deeply integrated into societal infrastructure.

Spectrum:6G will neecacombination of various frequency ranges to méw coverage and enhanced
capacity requirementand toserve new emergingMT-2030/6Guse caseslt has been estimated that
at least 500 MHz of new widarea spectrum is needeper network,in addition to the reuse of
existing spectrumThese ew bandswith wide enough bandwidths are needednmeetthe foreseen
6G capacity and coverage needs as existing bamdsd still be needed to provide connectivity and

OF LI OAGe TF2NJ aSNBAy3 (KS RSY INgwkéquedcibanddai® g dza 3 Sy

studied within WR7 Agenda Item 1:4.4-4.8 GHz, 7.128.4 GHand 14.815.35 GHz

Business StrategyEurope, home to two of the top three telecom vendors, holds a strong position in
the 6G landscape. However, it fadassinesschallenges frondominantnon-Europeanstreaming and
content providers social networksand platform of hyperscalers. Opportunities for Europe include
leading in industrial applications of 6G and adapting to new business models and regulatory policies
that support open networks and Al integration. Robust data management and a holistic approach to
network sesurity are vital for maintaining European technological sovereignty and ensuring secure,
trustworthy 6G systems.

Sustainability 6G is set to be a model of sustainability, guided by global and regional goals such as the
UN's Sustainable Development Goals and the European Green Deal. This involves assessing
environmental, social, and economic impacts, optimizing material use, eshacing waste. The 6G
industry must innovate in both technology and business models to ensure that 6G benefits are realised
sustainably and equitably, balancing connectivity advancements with environmental considerations.

The 6G industry in Europe must innovate in technology, business models and investment strategies.
The focus will be on optimizing the use of resources, reducing environmental impact, and ensuring that
the benefits of 6G are realised in a sustainable andtagle manner for society and business.

This whitepaper represents an update of a previous version released in Junt R02dorporates all
the advances at all levels of the 6G technology and presents a more mature vision of both the industry
and academy of what 6G will be and what it can enable and mean for the society.

oo .o, . T LT o oo e oo . ~ihttpsiddg -, AT
ppp.eu/wp - content/uploads/2021/06/WhitePaper - 6G- Europe.pdf
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1.INTRODUCTION

Research and development activities for 6G networks are at full speed, attempting to develop, test,
and validate the technologies that will bring the 6G vision to life by 2030. As standardisation
organisations such as 3GPP are also getting ready to @itiatir 6Grelated activities recognized
experts are converging toward solutions that will deliver the promised performance improvements at

a reduced environmental cost. Even though there is not yet a single global 6G vision, key stakeholders
have sharedheir views and priorities regarding technological enablers, targeted performance, use
cases, and societal, environmental, and business aspects that should be considered. Through intense
discussions in scientific conferences, (pre)standardisation meetingiess networking events, and
state/government functions, théG stakeholders argdowly convergngtowards a unified vision of 6G.

This document provides an updated version of tf& Smart Networks and Services Industry
Association (6@A) vision for the 6G smart networks and servi¢gl as being developed under the
Smart Networks and Services Joint Undertaking (SN[2]JUhe current document builds upon 8&
key strategies for 6G smart networks and servi@s

The6GL! NBLINBaSyida a¢KS £2A0S 2F 9dzNRPLISIY LyRdzad N
all major policyrelated aspects, including industry competitiveness, sovereignty, sustainability,
innovation, and societal issues. #&includes more thaB60 members representing all the key players

of the networking domain today and, additionally, key actors in the IT/cloud, microelectronics, and
vertical sectors. It also has a very extensive basis of Academia, Research Centers, and SMEs from all
over Eurpe.

As discussed in the current document, 6G will deliver several ciatigg technologiesBesides the

technical aspects, 6G development efforts target sustainable solutions to address environmental,
a20AS0Ff> IyR o0dzaAySaa aLlSoda F2NGKS ySig2NlAY
ofthe seOl £ f SR & @S NIAAGBIdfsE AAcYDR dFa2INNASdza G0 Ay F 0 Af AG@é 0 2
health, industrial loTetc.,

This document is organized as follows. Section 1 sets the global scene for 6G and discusses points
related to use cases, KPIs &ddls. It also provides the European perspective in terms of policies and
priorities. Section 2 discusses six 6G use case families developed by European Initiatives and presents
their targeted KPIs along with the vision to support-&é@bled services. Segti 3 outlines the 6G
technological enablers, while Section 4 brings an updated vision of the 6G architectural concepts and
potential innovations. Section 5 provides a comprehensive summary of differences between 5G and
6G networks and finally Section 6 disseduture steps and recommendations towards making 6G a
reality by 2030, considering standardisation, regulation, business and sustainability aspects.

1.1.6G GLOBAL ACTIVITIES & THE EUROPEAN
CONTRIBUTIONS

6G stakeholders are working towards transforming their vision for future networks and services into
reality and preparing for the upcoming discussion and standardisation activities that will shape the
final format of 6G. The International Telecommunicationsdd (ITU) has already aggregated the
vision statements from stakeholders and experts around the world and has issued th20BAT
FrameworK4], which describes the targeted performance, prioritized technologies, and use cases that
the global community is working towards.

The European stakeholders have been especially active in the R&D process, and through the SNS JU
and its private counterpart 6GA, are addressing the most critical challenges and are investigating the
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most promising technological advancements required for 6G networks. Further developing the globally
accepted usage scenarios and aspects of-P30, European stakeholders have elaborated on the
work items and topics that are prioritized in EU R&I acésiin relation to the IMR030 aspectsas

shown inFigurel, while each of these items is elaborated in Secfon

INTEGRATED SENSING
AND COMMUNICATION

Representation

IMMERSIVE 20‘5)0
COMMUNICATION * Flexible Service-Centric Design
. %\ * Minimized MIMO Processing Complexity,
%GRATED A + Efficient Orchestration (of Orchestrators)
TEcaATED / & \ COMMUNICATION + Energy-Efficient RAN
INTEGRATED Al COMS%SILC"‘AGTAIO% . . + Excellent Interoperability of RAN Components
AND COMMUNICATION eMBB * Integration of Localized Networks

IMT-2020

HYPER RELIABLE
AND LOW-LATENCY
COMMUNICATION

mMTC URLLC

. -
MASSIVE
COMMUNICATION

+ Optimization of Control Plane Signalling
* Alignment of Network Intelligence with

network infrastructure

+ Seamless Connectivity

+ Quantum-Resilient Security

* Sustainable RAN Virtualization

* Reconfigurable Multi-Connectivity

+ Optimization of RU Energy Consumption

UBIQUITOUS
CONNECTIVITY

* Programmable Transport

solutions

Figure 1 SNS JU /6G- IA Work ltems to meet the IMT - 2030 targets

The following suksections provide an overview of the R&I landscape and the analysis of the 6G vision
of key stakeholders as it was presented via various position papers and vision publications. Targeting
a globally accepted 6G standard, it is importantutwlerstand the landscape of operations regarding

6G development, and how the European view aigith or differsfrom views fromother regions.

1.1.1GLOBAL DRIVERS FOR 6G & TARGETED USE
CASES AROUND THE WORLD

As the global R&l race for the development of technologies is underway, stakeholders around the
world are sharing their own 6G vision, discussing the challenges and opportunities aigaheir
roadmaps according to the timelines of the major global Standards Development Organisations (SDOSs),
to ensure that their views have a global impact. To align with the various regional priorities and views
on 6G, 3GPP SAL1 organised a Workshop on2@24, and invited the leading R&I organisations from
major regions of the world to provide contributions regarding their views on use cases and
technological enablers that should be prioritized for the development of the 6G standéuat.
workshop providedhe opportunity to investigate the commonalities and differences in the 6G vision

of the various regions and to initiate useful discussions in the pursgibbilconsensus.

Through the SNS Jthe EUproposeda unified approach during hSA1 workshop, presenting the EU
priorities in terms of 6G Use Case families and relevant KPIs. This effort, driven by the SNS ICE

2 https://smart - networks.europa.eu/csa - s/#SNS - ICE
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Coordination and Support Action (CSA) project and the HdkeSNS JU Flagship project, brought
together the European stakeholders and engaged them into fruitful discussions resulting in a common
European contribution towards 3GPP, thus maximising the impact of the European 6G vision.

Based on the presented material, during the 3GPP SA1 workshop, an initial view on the key drivers for
6G was extracted, as presented in the summary of the workshdgcording to thatthere was an
agreementthat the key drivers to enable 6G networks and services are:

1 Security

1 Support ofAl

1 Immersive Communication

9 Sustainability / Energy Efficiency
1 Ubiquitous & resilient coverage

1 Integrated Sensing & Communications

These six drivers seem to be universally considered as the top priorities for enabling 6G services, and
the majority of the workshop attendeéndicate that they have active R&I activities on these aspects.
However, additional drivers were mentioned, which did not seem to attract a universal acceptance
and were more sparselgr sporadically addressed, depending on thifferent priorities in terms of

use cases and soegronomic viewsSome of sucliriversareLl2 & A G A2y Ay 3T W{ YI NI
Wl SOE NBQ | LILI AbGundi APPsy ackwardl Zdvdpaibilitthe European vision had a
complete match with the six drivers considered as global priorities, while also touching upon some of
the secondary ones.

A study on the technological enablers that thiteendeesprioritize can be found irf5]. Based on the

key findings, enabling technologies were identified as crumiatrategic for the development and
advancement of 6G networks. Thetudy further compares them with the final recommendations
included in the ITU IMZ030 document. A broad coverage of several of these key enablers/drivers is
observed among the global stakeholders, indicating the expectation that many technologies are
requiredto deliver on the global vision of 6G and enable the targeted use cases. With regards to the
prioritization of these technologies on a global scale, a large group of enab$terésl amongmnost
stakeholders, namely:

1 Al related enablers

Cloud Native Network and RABbre Convergence

mmWave and THz Radio

Communications and Sensing-design &.k.a., ISAC)

Spectrum Migration

IntegratedSatellite hybrid infrastructuresakaNTN)

New Antenna Technologiés.g.,ReconfigurablelntelligentSurfacesRIS)

=A =4 =4 4 4 -4 -4

Trustworthiness / Multilateral trust architecture

8 https://hexa - x-ii.eu/
4 https://www.3gpp.org/ftp/workshop/2024 -05-
08_3GPP_Stagel_IMT2030_UC_WS/Docs/SWS - 240025.zip
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The common global belief is that these enablers are the key to the development of 6G networks. This
showcases the importance of these technologies and explains the interest of the global research

European Vision for the 6G Network Ecosystem

community on these topics. Another testament of the globahgensus around these enabling
technologies is the fact that the ITU recommendations document directly referanostof them, as

the key enablers taken into account for INT30 (except for spectrum migration, which is implicitly
addressed, as it is haledl by the World Radiocommunication Conferendédje specific Use Cases that
seem to be prioritized by major global stakeholders are presentdalitel below.

Table T 6G USE CASES IN FOCUS IN VARIOUS REGIONS OF THE WOPI.D

6G Use Cases

N | A i B

etworld 5G Americas Huawei °G . TSDSI MediaTek |Survey |[ITU IMT-
Europe  / NextG (China)  |COMSOMUM i) (Taiwan)  |Paper  |2030
SRIA 2022 |Alliance (Japan) P

Holographic Communications

b

b

b

b

b

b

b

Cyber - Physical Systems, DT,
Manufacturing

b

b

b

b

b

b

b

Multi - Sensory extended Reality
(XR), Gaming/Entertainment

Tactile/Haptic Communications

Medical/Health Vertical,
Telesurgery

Cooperative Operation among a
Group of Service Robots / drones

Imaging and Sensing

Transportation Vertical
(automotive, logistics, aerial,
marine, etc.)

Space - Terrestrial integrated
network

Intelligent Operation Network

Critical Infra,
Government/National Security

First Responder/Emergency
Services

Smart Buildings

Agriculture / Smart Farming

1.1.2.GLOBAL TARGETS FOR 6G KEY
PERFORMANCE INDICATORS (KPIS)

When discussing the global 6G vision it is important to investigate the respective performance targets
that each global region has set, to have an estimation of how well aligned (or not) are the expectation
for the new standard. Through a process of disaus and exchanging views on several aspects, the
international community has agreed on a set of commonly acceptable targets which are reflected in
[4]. Besides the global consensus, it is also interesting to be aware of the starting position of each
stakeholder, and the deviation of their initial vision compared to the finally adopted targets. Such
comparison is available [5] and illustrates that even though the various stakeholders come from
different backgrounds with potentially different visions of what 6G networks should accomplish, their
requirements in terms of performance appear to be well aligned. Even though mireretdifes can

be detected for certain KPIs, the overall "big picture” points towards an aligned view for these main
KPls. Some differences can be detected between the regional targets and the adopted values from ITU,
which seems to have opted for a more semnvative approach regarding certain KPIs such as peak data
rate, user data rate, and positioning accuracy.
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Regarding peak data rates, most stakeholders seem to agree that a value of up to 1 Thps should be
targeted, while only one stakeholder adopted a more modest target of 200 Gbps. The ITU has adopted
the smallervalue for the IMT2030 recommendations. Regarding average user data rates there were
ambitious stakeholders targeting up to 10 Gbps or even 100 Gbps, and more modest ones targeting 1
Gbps. The ITU recommendations have opted for an even lower value ofag®tMbps. On the other

hand, agood alignmenton density, reliability, and usgylane latencycould be found All global
stakeholders seem to agree that a 10 million deviceg/kanget is suitable for 6G. The ITU stills
considers what the appropriate value should be. In terms of reliability, expressed in targeted Block
Error Rate (BLER), there is also an alignment as all stakeholders propose values betiweEm®1

this case, the ITU adopts a more modest target agaimsideringthe 107 target as the bestase
scenario. Almost all stakeholdesbare similar targets for usgulane latency where values between

0.1-1 ms seem to be commonly desirable, adsiothe ITU recommendatiotargetsthe same values.

Finally, it is interesting to note that even though it is commonly agreed that energy efficiency is one of
the primary goals of 6G, several different definitions and approaches can be detected among the global
stakeholders. A significant number of globtdkeholders attempt to approach this KPI in terms of
expected improvement with regard to improvement over the energy efficiency of 5G, e.g., targeting
values of 100x compared to 5G as the most appropriate. However different values are also mentioned,
whilea2yYS adl(1SK2ft RSNAE R2y Qi LINRPGARS lyeé &aLISOATAO
not provided a specific target value for energy efficiency in the IMT 2030 recommendations.

Network improvements in terms of KPIs usually come with a cost (complexity of equipment, additional
spectrum needed, increased energy consumption etc.). This is why it is essential not only to set
ambitious targets for every generation of networks but aisdave a clear reasoning if the targeted

use cases need these improvements.

1.1.3.SOCIETAL & SUSTAINABILITY ASPECTS

Besides the technical aspects, envisioned use cases and performance targets, it is imperative to
examine socieconomic factors as well when taking the initial steps for the development of a new
technology or service. The 8@& and the SNS JU have long sgithe stage to discuss societal, policy

and business aspects of the future networks and services, and how they affect the broader community.
Dedicatedwvorking groupgWGshave been set up from the SNS JU and thé4( specifically discuss
these issues and to ensure parallel evolution along with the technological advancements.

Especially when it comes to societal challenges and aspects to be considered, effieigycy has

probably received the most attention, as it includes mfdtieted aspects which stand to greatly affect

the design and operation of the entire network. When discussing sustainability, it is important to
RA&AGAY 3dzA Bestaimaldi6B8SSyA S d> Y {Ay 3 GKS ,lcpRG®aiSyYy A
Sustainabilitg¢ T A ®Sd>X Syadz2NAy3d cD O2yiNRodziSa (2 GKS ad
all three pillars of sustainability, namedpnvironmental, socialandeconomi¢ emphasizingnetwork

aspects such as trustworthiness, privacy, and digital inclusion.

¢KS 'bQa ! 3ISYRIF Hnon LINPOARSA | O2YLINBKSyairosS 3f
the European and US ICT industries. These industries are committed to aligning their efforts with the

17 Sustainable Development Goals (SDGs), which aim atecaeconnected world. For 6G R&D and
standards, the primary goal is to minimiseJ @@issions and improve resource efficiency. This involves

reducing energy and material use, ensuring efficient spectrum utilization, and employing intelligent
spectrumusemethods. The industry must optimise every phase ofttw lifecycle, from design and

production to end of life, ensuring sustainable use of Al, cloud services, devices, and frequency bands.
Promoting the transition to renewable energy sources is also a critical objective. Additionally, there is

a strong emphasisn transitioning towards a circular economy by designing products that support
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reduction, reuse, recycling, and recovery of materials. This approach is guided by the 9R framework
(refuse, rethink, reduce, reuse, repair, refurbish, remanufacture, repurpose, recycle, and rdépver)

6G holds significant potential to transform society by supporting new use cases in various industries

and increasing levels of digitalization. This transformation can reduce negative footprints by enabling
remote work and learning, thus decreasing commgtand transport emissions. Previous studies of

4G and 5G network rollouts have demonstrated positive economic growth effects from wireless
O2yySOGAGAlEDd ¢KAA &adz33dSaida dGKFd cD OFy O2yiGNROGC
from negative susminability impacts. By enhancing productivity, innovation, and efficiency, 6G can

create new business models and market segments, while also improving public services such as
healthcare, education, safety, and environmental protection.

Ensuring that these developments align with sustainability goals requires clear guidelines and
processes for the 6G R&D community. This includes adopting frameworks liK&K¥ somplement
traditional KPIs. KVIs focus on vakgewen development and assess sustainability impacts through
dedicated metrics. Policy makers can use these metrics to push development towards specific
sustainability targets. It is crucial to develeffective measurement criteria for KVIs and to integrate
them into the technology development process to mitigate any potential negative impacts.

1.2. EUROPEAN PERSPECTIVE ON 6G

The SNS JU targets a reinforced European leadership in the development and deployment of next
generation network technologies, connected devices and services, while accelerating European digital
industry andthe digitalization of thePublic Administrations. It aims at positioning Europe as a lead

YENY SO FYR LRaAGAGStE e AYLI OlGAy3a OAGAT SyQa ljdz £ A
European data economy and contributing to ensure European sovereignty in these critiphl sup

chains.

At the heart of the SNS JU lies a dual ambition: fortify European capacities in 6G technologies, laying

the groundwork for future digital services up to 2030, while concurrently nafemd markets for 5G
infrastructure and services across Europe.

9dzNR LISQa 202S0GA@S A& OftSHFNY fSIRAYy3I GKS RSaAr3dy
industrial approach that focuses on connectivity but also tackles important enabling technologies in
networks such as Al, edge/cloud integration andufetHW architecturegor 6G. The overarching aim

Aa G2 a0SSNI 9dz2NRPLISQa GSOKy2f23A0Ft @GAAAZ2Y Ayld2 |
key player in shaping the future of telecommunicatiombe SNS JU has been designed to be fully

aligned with the European policy priorities and address a strong European position on critical
infrastructure supply chains (e.g., connectivity, cloud, data economy components and devices).
Moreover, the evolving geopolitical environment has highlighted, evenentioan in the past, that

network and service infrastructures are critical infrastructures and hence require to develop
cybersecure infrastructures and to secure European sovereignty for supply chains in critical
technologies and systenf8].

hy HM CSONHzZE NBE HanunX GKS 9dzZNRPLISIY [/ 2YYA&darzy | Rz
RAIAGEFE AYFNI AGNHzOGdzZNBE ySSRaKér gKAOK RSGFAT A A
bSGig2N] a dao/ bSig2N] ¢ @ ¢KAaenthdRekdGoyd irQview ¢f Secufirgg NJ NB A
a better European position in the cloud and edge cloud domain, whilst progressing in other domains

of the value chain like microelectronicknePillar 1 of tle White Paper foresees the need to establish

a coordinatedapproach to the development of integrated connectivity and computing infrastructures,
YIE{Ay3a &adaNB GKIG G2RFreQa O02yySOGAGAGE LINEOARSNI
connectivity and computing, capable of orchestrating the different compuétements that this
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ecosystem requires. To do so it is necessary to continue developing a synergetic ecosystem between
actors and to make the most of existing funding programmes.

Within this broader context, the SNS Strategic Research and Innovation Agenda (SRIA) and
corresponding work programmes address the technological and business realisation underpinning the
6G vision, targeting massive digitisation of societal and businessegses through intelligent
connectivity across the human, physical and digital world. As SNS JU is currently halfway through its
full implementation (in its ® phase) the focus of 6G R&l is to complement systeiented R&l,
enabling technologies with dkcated prototyping and experimentation whilst also considering longer
term disruptive technologies. At the same time, SNS work programmes will continue to consider all
key European policy objectives and strategic orientations of the Horizon Europe @ndedigital
transition, a more resilient, competitive, inclusive, and democratic Europe), as well as the 5G
deployment experience and progress of the 6G landscape.

The recent ITU framework and usage scenarioglargely been inspired and contributed by EU R&l
andare hence very much in line with the SNS R&I work. The SNS JU vision includes notably:

1 Moving beyond a simple increase in speed or performance of connectivity platforms, and
beyond 5G capabilities bringing uniqgue new service capabilities with wider economic
implications. Thisequirescapabilities for new classes of services and applications as defined
e.g., in Hexa<l, aligned with sustainability targets and a hurr@amtric approach. Applying
them to the level of 6G development, there is consensus to equally address how tB2EBG
a2aidsSy oAttt 0S adzadl Ayl 0lcBntribubeftodk® Suktdingbility 6fS ¢ D £ ¢
20KSNJ aSO02NRA o6dcD F2N { duases vithy & goditiverfdotpriny  § K NP
This naturally encompasses all three pillars of sustainability (environmental, social, and
economical) and will eventually S R G2 c¢cD &aSNBWAOSazr tA1S (KS &
fusion between the communication and sensing environment, massively scalable immersive
environments, like XR/VR, massive twinning, and holographic type communication.

9 The integration of future connectivity and service platforms into larger globally applicable
infrastructures, including their fully automated (Al support) management whilst preserving
European competitiveness and sovereignty. The implementation of netwalkimcreasingly
take place across heterogeneous domains and with open technologies (e.g-sope®
solutions for telco cloud), and the challenge will be to keep a strong EU influence whilst
ensuring service delivery and control from an E2E perspectiv

9 Strong synergies and collaboration for defining the technological roadmap and for the
extension of European effort across the overall value chain, from microelectronics to service
platforms. This includes synergies between #utions of theSNS JU and national or regional
initiatives and policies based on information received by the participating states or the States
Representatives Group (SRG) as well as synergies with other Union programmes.

9 The further development of trust, security and communication privaskiancing
technologies, processes and architectures as required for massively heterogeneous,
virtualised andSWoplatforms of the future andtheir associated enablers.

1 The participation of new actors from and beyond the verticals. Contributions from industry,
Researchand Technology Organisations (RTOs), Universities &nthll and Medium
enterprises EME¥ actors in the connectivity, 10T and cloud/IT domains are expected to be
complemented by appropriate participation of the microelectronics and photonics industries,
in view of their potential impacts in the standardisation process.

1 Areliable and extensiblexperimental framework towards minimising R&lI risk and validating
core technologies and useases.
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1 A unified consensus framework promoting a European approach towards 6G that takes into
consideration national specificities (e.g., current infrastructures, economic power, societal
needs), facilitating international cooperation and placing Europe on pér ether regions
developing bold 6G initiatives. Internationaboperation remains a very important and
strategic target othe SNS Work Programmes, in order to achieve global standardisation and
develop interregional synergies.

1 Leveraging standardisation stages, including a consensus of 6G KPIs and KVIs that will frame
future developments. 3GPP has by now defined its 6G standardisation roadmap, in parallel to
the ITU work. Therefore, considering the influence of the running SNfralects on the
selection of the study items, the focus is targeting to further test/validate early Standards and
Systems and provide further input to future standardisation phases & releases. SNS will further
focus on (1) the validation of the KPls wl@rconsensus has been establish@) the further
definition of the specific European KPIs that are not yet reflected in international consensus
(3)progress on the KVIs definition towards their operational usage. The integration of
concepts and technologies originating from the Cloud/IT/Microelectronics environments to
support massive device (IoT) connectivity and ufgtable communications and sdces on
top of enhanced mobile broadband services will be continued. The target is to address a
comprelensive value/supply chain materialised by an IoT dev@®ectivityservice
platform.

1 The stimulation of strategic alliances, with vertical (industrial) sectors to build and offer
powerful and persuasive Business to Business (B2B) and Business to Consumer (B2C)
propositions. This should leverage upon general, local, regional, or even glolzat
interconnected public and private networks and services. A strategic goal of the SNS JU is to
empower many vertical domains with capabilities beyond what is currently possible with 5G
networks. Participation and contribution of these actors to SM&m@mme is considered
important, both to drive the requirements and to validate the technologies and their versatility
in specific business contexts.

The SNS JU is at the forefront of the European 6G journey towards a hyperconnected future, as
demonstrated by the current portfolio of projects and activities, with significant achievements and
tangible results, as clearly reflected in the SNS JUHPThe SNS programme in its tpdlar mission
addresses all key societal and political challenges and creates business opportunities to secure
European leadership in the smamtworks domain, taking into account the 5G experience and further
boosting the deployment of a solid 5G infrastructure. Europe's commitment to 6G technologies is a
testimony of SNS vision, innovation, and resilience; at the same time SNS JU achievedhéutige

targets are signalling Europe's readiness to shape the future of technology and connectivity in a way
that is aligned with our core values.

2. WHAT IS 6G?

2.1.6G USE CASES AND KPIS

Defining use cases is an important step in the development of any new mobile network technology.
Use cases describe the kind of functionality that needs to be provided. Use cases are also used to derive
new functional requirements and a sound justificatfon the targeted performance requirements.
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The use cases described in this document are based on the European consolidated R&I view on 6G use
cases presented during the 3GPP SA1 workshop on 6G use cases (Rotterdam, Mayz&21)ise

cases are in turn based on the HexHl use case§l0] with input from various SNS projects and
national 6G initiatives in European member states. The resulting set of use cases is dispfageckin

2. The use cases are clustered in 6 use case families. Each use case family includes a number of detailed
use cases. The use case best representing the key aspects of each family has been selected as the
representative use case and is indicated first in liseof use cases for each familyRigure2. Use
OFrasSaqQ 20SNWASH RSAONALIIMZ2Y A | NBE adzyYIENAAaSR Ay
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Figure 2: European consolidated R&I view on 6G use cases. Use case families (circles) with the representative use

case mentioned first in the list of use cases in the respective family.

For each of the representative use cases, use-spseific KPIs are provided. These KPIs emphasise
what E2E performance is needed to make the use case possibl&Plhare summarised in section
2.1.2

Not all requirements for 6G can be represented through -esdr use cases. There are also
requirements from an operational perspectivBubsection 2.13 provides a specific section on such
operational aspects.

2.1.1.USE CASE FAMILIES

2.1.1.1IMMERSIVE EXPERIENCE

Thisuse case familis based on XR technologies. The immersion is built through the combination of
immersive and sensorial technologies (e.g., 3D visual perception, spatial audio, haptics) and the
synchronisation of data streams so that multiple participants have simultaneous, consistent, and
collaborative experiences.

5 https://www.3gpp.org/ftp/workshop/2024 -05-08_3GPP_Stagel IMT2030_UC_WS/Docs/SWS - 240018.zip
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The representative use case for this familgé&amless Immersive Rea(BIR. Two example scenarios
are () Immersive collaboration meeting/classroom/eventdescriling the possibility of displaying a
particular content in an AR/VR/MR environment while interacting with remote andocated
participants; andi) L YYSNB A @S 9 E LIS NJwbefeQroiimatior fyom th& Bal vilb#déis
incorporated and used to provide a better user experience (e.g.,-sigging landmarks) but also can
be shared with others (e.g., joint virtual city tour).

To achieve this superior Quality of Experieff@®E)and seamless service continuity, data rates are
required beyond what 5G typically delivers, plus stit2E latency and reliability guarantees.
Additionally, new 6G capabilities such as sensing, positioning, and Al/ML are key technology enablers
for SIR

Finally, privacy and security requirements are important for the proper functioning of these immersive
experience use cases, as vast amounts of data will be transported. Tecladicahistrative and
legislative means are required to protect privacy in a hierarchical and heterogeneous 6G system, i.e.
across wide area networks, public and private local networks, as well as subnetworks.

2.1.1.2.COLLABORATIVE ROBOTS(COBOTYS)

This family includes several use cases for intelligent, collaborative, and mobile robots with the ability
to move, sense their environment, perform a task, and cooperate with humans or with othersrobot
to achievea setgoal. Application domains include home robots, robots for facility management, robots
in daycare or hospitals, as well as robots in flexible manufacturing.

The representative use case for this familyCisoperating Mobile Robat#\s the name suggests, it
revolves around robots being able to move and cooperate safely, enabling thgrarfiarm tasks
beyond their individual capabilities, and perceive their environment beyond their local sensing
capabilities. Furthermoreit focuses primarily on locad hocconnectivity embedded in private
networks, and the challenges imposed by the mobility aspects. A few example scenarigs are (
cooperative carrying with robas, where robots work together to transport an object that exceeds the
carrying capacity of a single robotip([ 2YG &A1 S 2 ywBefe thedeRiRiznd Adapfability

of cobotsenable products to be created individually and uniquely, rather than in batches;iignd (
autonomous farmingyeferring to the use of seliriving, smart machines that work collaboratively in
agricultural operations.

Related to requirements and KPIs, loadl hocconnectivity and extremely reliable and low latency
communications are key for the correct functioning of the systeny.(E2E latency < 0.8 ms; Service
level reliability = 99.9999.99999%; Mobility < 20 km/h). Additionally, Integrated sensing capabilities
within the 6G network and devices can potentially enhatice perception of the robot of its
environment. The introduction of Al/ML traffic types and Al/ML execution in edge nodes can further
enhance robotcoordination. Finally,positioning accuracy is also mandatory for tasks such as
environment mapping, robot navigation, or localisation.

2.1.1.3.PHYSICAL AWARENESS

This family refers to use cases where sensing and positioning are used together with communication
and NI to enable for instance physical scene analysis, tracking, context awareness, trajectory
prediction, navigational support, and collision avoidance. The network sensing can be enhanced by
embedded sensors and derivative information delivered by network sadel surrounding devices.
Example scenarios refer to cars, automated guided vehicles, and drones as well as pedestrians and
bikes.
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The representative use case for this familjNetwork Assisted 3D Mobilitydere, networksneasure

the physical environment in traffic scenarios and analyse to detect and capture information on objects
(e.0., size, speed, trajectories, positioning). From this large data set, information is extracted and
relayed to vehicles subjecttothe vehidl@d O LI 0 Af AGASaAd ¢KSNBoex (KS
different levels of autonomy and modes of operation, and also enable smart transport in urban areas.
Example scenarios described compri@eAutonomous drone transportwhereupon carrying goods

in urban areas, drones can be updated in #@le on thefastest and more energgfficient traffic
routes; (i) Smart intersections where vehicles are informed about the conditions at an intersection

to advert collisions; andii) Assisted vehiclesvhere the benefits of autonomous driving are expanded
into the ecosystem, benefiting from the contextual data resulting through the fusion of the-avieke
sensor information provided by the network, vehiclelboard sensors and/or even sensors embedded

in the transport infrastructure.

As this use cadamilyaims at preventing undesired outcomes such as collisions, the system is required
to be highly reliable, both in communication aspects (Reliability, Coverage, Service availability =
99.99%) and data quality/accuracy (Positioning, Sensing, AI/ML). Additiotted availability of
reliable compute capabilities offered by the network, and privacy and security requirements are also
essential to this use case.

2.1.1.4. DIGITAL TWINS

This family collects a set of use cases where digital equivalents of the real arerldreated and
displayed for interaction, control, maintenance, as well as process and component managBigent.
can be part of managing manufacturing plants, construction sites, city infrastructure, or
communication networks with or without redlime needs. Also, specific use cases around distributing
the SWhbetween operators and network locations are included.

The representative use case for this familRisaltimeDTs. As the name suggests, along with the
creation of an accurate digital representation of a given object/process/person, this use case expands
the potential offered by these representations by benefiting frdme realtime aspect, which allows
extending theDTalso towards the direct control of ongoing physical processes. An example scenario
is: (i) control over a chemical procesa reattiime in a production plant(ii) control and monitoring of
machines, robots, and vehiclés the same production facility for 24/7 usage and maintenance needs
and ({ii) testing or simulation of a specific configuratioto avoid any hazardous situations.

To achieve &RealtimeDT, AI/ML, positioning, and sensing capabilities are required to deliver a
seamless user interaction. Moreover, network and device interoperability are key to the success of the
working ecosystem. For the latter, using open interfaces and relying on stystensintegrators are
essential. Finally, other specific requirements that BealtimeDTuse case bringare 3D coverage,
compute capabilities, and privacy/trustworthiness of the network.

2.1.1.5.FULLY CONNECTED WORLD

This family unites use cases demonstrating the need for ubiquitous network access and service
coverage across thehole population. Ubiquitous access will be enabled both through terrestrial
networks (TN) and NTN and amended by infrastructass network extensions to wierea network
deployments.

The representative use case for this familiyiquitous and Resilient Networkigis use case focuses

2y RSEAGSNRAYy3I az20AftS . NRBFRolIYyR O2yySOGAdked e (2
main scenarioscan be mentioned () Connectivity at remote locations providing auser in a
mountainous areawith a wide range of options (e.g., remote health consultations, voting, or
emergency calls if being lost in the mountaing);Ifnproved connectivity in developing countries
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wherea smaliscale farmer can apply the benefits of connectivity to the crops (@ecision farming);

and (ii) Connectivity during natural disasters and emergenciggichbuilds on the role NTN can play

in case of a terrestrial natural disaster (e.qg., earthquake, fire, flood) for emergency services and disaster
relief.

Ubiquitous and Resilient Networkas a big impact on social (e.g., digital inclusion, education, disaster
relief), economic (e.g., deployment cost, new business opportunities), and environmental (e.g., earth
monitoring, less invasive deployment) issues, but also increases network nesilggnificantly.
Therefore, the biggest challenge lies in delivering a tight and reliable integration of different networks
from the initial phases of 6G.

Coverage is an importakiPIfor ubiquitous networks (up tot 15 km cell radius foFNs, 99.9% human
environment coverage with NTN included). Affordability is important to ensure a widespread adoption.

2.1.1.6.TRUSTED ENVIRONMENTS

This familyencompasses use cases with high reliability and privacy requirements as key characteristics.
TheTrusted Environmentsse cases build primarily on a combination of Al, sensing, and computing
capabilities to create spatial and situation awareness to enable couli@xn interventions.

The representative use case for this familjHismancentric servicesThis use case describes three
scenarios that put humans at the centre of a wide range of 6G seryigBsecision healthcargwhich
delivers personalized diagnosis and treatme(i} Safe environmentsbased on spatialand situation
awareness to prevent accidents or trigger changes in the environment (e.g., ramps deployment); and
(iii) Public safety services during big eventmed at predicting disorder and delivering solutions to

aid the people in moments of need.

Delivering these services imposes very high privacy requirements and consequently the mechanisms
to ensure the data is held secure and the system is trustworthy (e.g., anonymization, advanced
information coding, additive homomorphic technology). For thigela availability and reliability also

play a key role when dealing with health and wmding situations. Both the new technical
requirements/capabilities and the considerations emerging from the use case (secure by design) are
topics for which 6G can gvide an answer.

Besides AI/ML and sensing capabilitiebeing fundamental in delivering these services Reliability
(99.999.999%), and connection density1@ devices/m) are some of the most pressing KPlIs.
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2.1.2. KPI SUMMARY

This section summarisaa Table2 the relevant KPIs that have been identified for the different
representative use casagthin the use case families

Table 2: KPIs to consider for 6G representative use cases
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2.1.3. Operational aspects

SPECTRUM
ASPECTS

NOVEL UNIFIED
SERVICES INTERFACE
ASPECTS ASPECTS

FEATURE NETWORK
PARITY OF NETWORK
ASPECTS ASPECTS

MIGRATION
& MOBILITY DEPLOYMENT

Figure 3:Operational aspects  to consider for 6G.

As outlined in sectiof.1.1and sectior?.1.2 the use cases that 6G should deliver places requirements
on the system design. However, separately from these demands there are aspects related to the
operation of networks, important from cost and network ecosystem perspectives, that should be
consideral in the design. These operational aspects are in a sense independent from the services that
the network offers but need to be harmonized with the purpose of providing services to end users.
Figure3 provides a summary of the main areas

Spectrum aspects

Toefficiently useboth available spectrum resourcesd potentialy new bands for 6GG6G should be
deployable in 5G bands through MuRiadio Access Technology (RAT) Spectrum Sharing (MRSS). This
also ensures robust connectivity through low and mid band coverage.

Unified interface aspects

To establish a viable 6G ecosystem, key external interfaces are needed: between devic@s (e.g.
industrial and commercial settings), towards communication/cloud/application service providers
(through APIs), and towards the network manager (through intents).

Network of network aspects
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To enable cosefficient device support, it is preferred to have one standard for multiple requirements
and accesses, which could be delivered on a few different chipsets. This is reéegafdr NTN and
IoT capable devices, which can be supported by the same standard as eMBB.

Deployment aspects

Solutions to make deployment and management of networks simpler and moreeffasent are
important to support a continued expansion of network services into underserved areas.

Migration and mobility aspects

Theintroduction of 6G should not disrupt the 5G ecosystem, and therefdgeimportant to ensure a
smooth migration in terms of gradual introduction of 6G devices through MRSS and continued support
of 5G devices, with full mobility between systems.

Feature parity aspects

To support greenfield deployments of 6G, eig. currently underserved areas, i important to
support vital services from start in 6G, notably voice, along with key 5G services such as loT.

Novel services aspects

To spur a growth in the telco ecosystem into the 6G erakity to provide new exposure opportunities
of services, such as differentiated connectivity, @mpute, and localization, utilizing the network
assets.

Considering these aspects in the design of 6G will significantly strengthen the business outlook of telco
networks in the 6G era.

2.1.4. SUSTAINABILITY

Complementary to the use case families, the European vision is to lead the transformation of global
connectivity through 6G technology, making sustainability inherent in future communication systems.
In a world facing unprecedented challengedimate chang, economic disparities, political instability,

and an ageing populatianwe envision 6G as a pivotal technology that connects the unconnected as
well as drives holistic sustainability across environmental, societal, and economic dimensions.

To champion this vision, we must holistically address the sustainability challenges for both 6G
G§SOKy2ft238 o6a{daAadGIAYlIofS cDé0O YR @SNIAOFE &a2f dz
F2N) adzadlr AyFoAftAleédod ¢ KAnplogy isJsistRirnatdekin it Hegign Siyda dzNB
operation, and is endorsed as a catalyst for sustainability in every industry it touches. We must aim to
integrate sustainability into the very fabric of 6G, from the materials and processes used in its
deployment tothe diverse use cases it supports in realrld scenarios.

By addressing sustainability at every stage?Eand across the full lifecycle of asset8G shall
redefine how communication technologies contribute to society. The challenge is to identify the critical
intersections between sustainability needs and technological innovation and develop solutions that
meet these needs and set new benchmarks for responsible, sustainable growth. Through collaborative
R&land practical application, Europe shall evolve into a hub for exchanging ideas, pioneering new
concepts, andvalidating sustainability impacts. Insights, processes and methodologies on how to
attain sustainable 6G systems, as well as on how to support sustainability targets in the sectors, must
be consolidated intwegulationsguidelines, best practices, and standards that will shape the future of
communication systems. This approach has the potential to ensuring an environmentally responsible,
a socially equitable, and an economically viable 6G.
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2.2. TOWARDS 6G SMART NETWORKS AND
SERVICES

This section considers the external environment and viewpoints, such as customer needs, market
trends, and competitive landscape for 6G smart networks and services, and focuses on the anticipated

& SNIDA OS atoR2¥F TceD 3 VAR yA Yy U S 3 Nem(aSvikell a5 Aeivikes dirkc8By ocirlirestly &
AYGSNB2NYIAYy3 6AGK (GKS cD -2plAaGSYRE @ S¢ KOF & 2 dpyKFSIaNGR &
services and the scope of a 6G system are defined through standardisation activities. We recognise

that the future 6G system could take the form of various models, allowing for multiple types of
deployable 6G systems.

First, perspectives and directions for the transition to 6G are presented, emphasizing the need to
sustain and enhance 5G innovations throughout this process. This is corroborated by a se&t of KPI
striving to preserve specific properties of @@abled services. Building on this, a comprehensive "6G
SylLof SR aSNBAOSAE GAaAz2y A& AYUNRRAdZOSR: F2ftf246SH
advancing the telecommunications industiainterconnected and interoperable smart networks and

services and ii) the importance of adopting a new ecosystlavel approach to business for a
sustainable 6G smart networks and services future.

2.2.1. AFFIRMING TRANSITION: SUSTAINING 5G
INNOVATIONS INTO THE NEXT ERA

5G is the first mobile telecommunication system generation that holistically considers the seamless
delivery of data, services, and applications across all components of the network, from the originating
device or application to the receiving device or bggttion. 5G features greater service customisation,
paving the way to supporting stalled vertical industries. From the point of view of the telecoms
industry, the consideration of vertical industries was a groundbreaking step, with the consequence of
delving into the intricacies of many utterly new and diverse sectors, with expectations, cultures and
time scales very different from the mobile broadband and telephony service subsagbetomthe
industry provided serviceso far In this context, 5G pushed existing boundaries and prepared the
ground for a revolution in the telecoms sector. While the support for different radio modes and core
network slicing plus the accompanying transition towards virtualisation are technolagicsfations,

the emergence of and support for NeRublic Networks (NPNs) and private spectrum licenses shook
up the entire business ecosystems and required changes in regulation. NPNs can take the form of local
area NPNs, which provide a private, secure network within a spéodation, offering complete
control and customisation potentially without reliance on any public network service, logical NPNs
across public networks, which provide essentially the same capabilities across multiple locations, using
public networks to exted their geographic reach without compromising security and control,and
combination of the above.

As with any new beginning, supporting vertical sectors in telecoms is challenging. It was unrealistic to
expect a new system to immediately satisfy all potential use cases, each with unique service
expectations. However, it quickly became clear that uniderding these diverse requirements would
require more than just new technological solutions and provisions. New industry associations were
created, such as the 5G Automotive Association (5GAA) and the 5G Alliance for Connected Industries
and Automation (5&ACIA), with the goal to better aligning potential offerings with existing
expectations across various domains, such as automotive and manufacturing. While this successful
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work continues, the rollout of 5G has been faster than any previous mobile generation, though this
speed was limited to areas already prepared for deployment. The adoption and standardisation of new
technological features, such as slicing and NPN, hal@viedl a more prudent approach. Even now,
with discussions and visions for 6G already underway, the implementation of relevant 5G SA (stand
alone) features is still lagging behind initial expectations.

We are convinced that the new opportunities enabled by 5G are heading to the right direction and
simply need further development. Therefore, we suggest that the transition from 5G to 6G should
primarily be anaffirming transition, meaning that it should sustain and build upon the successful
innovations of 5G through extensions, enhancements or modifications, where necessary. While we
certainly aim to preserve the valuable contributions of the community and industry, leveraging the
existing framework to delier new types of services to emerging customer segments, it is important to
clarify that this approach does not necessarily characterise our overall perspective on 6G as merely
G S @2t dziTd feayid aNd@férmalize such affirming transition tothe next generationin 6G,in
addition to theKPlIdisted inSection2.1.2,it would becrucial to considemore general KPIs, e,ghe

overall service completion timea dzOOS & a Fdzf & SNIA 0% 2 7 KINgiEmKahddzi 0 a &
compute resource availabilityand service continuity Such KPIs, which are currently either
inadequately addressed or entirely missing, would provide a justifiable extension of the existing 5G
functionality (as previously discussed). Moreover, these KPIs would effectively connect 5G to the 6G
discourse by mre precisely defining the 6G features described above.

2.2.2. 6G ENABLED SERVICES VISION

This section presents an overarching vision on 6G enabled services, with a focus on user services and
features going beyond connectivity. The section also recognises the need for wholesale services among
and across communication and network services prengdo enable this vision &G enabled services

and Interoperable Smart Networks Servicks attempt has been made to develop an illustration to
picture this vision.

First, and as the main area of services facing thearsiomer 4 S NB O23yAaS (KS dacbD
{ SNPAOSEa IyR CSIF{idza2NBaé¢d ¢KS c¢cD SylFoftSR /2YYdzyiOl
Provider (NSP) directly or indirectly owns and manages available resources such as spectrum, physical
communication medium (g, fibre), and HW (e.g, compute and storage). From these and
corresponding assets, such as wireless and fixed network elements, compute devices, and controllable
eSIM/SIM assets, the 6G dilad CSP can offer connectivity and potentially beyond connectivity
services with various features. At the basic level, this may include ISAC, compute execution, and
storage (e.g., cashing) services. Advancing from this basic level, we anticipate paietigalservice

elements, such as application enablersngtwork embedded compute and storage (with optimised
performance, compared with heambedded variants), and packaged services solutions based on
elements of the above into a network enabled edgempute service solution. This also includes
specialized connectivity that can be offered-demand, that can extend across network operator
domains.

Complementary service enablers are also introduced and showigime 4 such aPT, AR/VR, ML/AI,

and security enablers. We anticipate these being available in two fundamentally different forms. Either
as globally standardised enablers, generally available (potentially universally), ehas adablers by
specific operator offeringavhere special integrator or application developer solutions can build from
these enablers into targeted applications services. The generally available and (globally)dissada
enablers can be part of higher level, standardised universal application services. Here, the IMS enabled
telecom voice and SMS servicassicexample. This vision points to a new and anticipated significant
innovation opportunity landscape of both universal application (enabler) services as well as targeted
application (enabler) services.
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Central to these services is the Logical Network as a Service (LNaaS) concept. Building from APN based
services in 4G and DNN based services in 5G these service concepts and offering will be further evolved
with the 6G user services and features goinglyeyo (i 2 Rl @ Q&
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These logical network offerings will deliver user services and features according to specific enterprise

customer (vertical) needs, with support of any kind of connectivity to/from any relevanipeint
(device, UE, such as IoT device), also to/fréhp&rty and/or partner enepoints, and including any

relevant set of beyond connectivity features and capabilities as already indicated above.

European Policies and Startegic Orientations; UN SDGs; Social - Economical - Enviromental Sustainability Objectives
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Figure 4: A Vision for 6G enabled Services and Interoperable Smart Networks (6G SNS)

To the left side oFigure 4a variety of example 6G enabled networks are shown, along with what is
often positioned as 3D network of networks. To realise a vision of network of networks in a
geographically localised (indoor as well as outdpor)high altitude (i.e., High Altitude Platform
Stations- HAPS)and in space (satellite)we rely on interconnected and interoperable networks or
systems of systems, each having an operator or administrative boundary, and with specific address
spaces, managed acadlng to regulation and operator policies. Example categories of 6G enabled

networks are Local NPN, Logical Private Network, Public Network for Special purpose (e.g. PPDR
network), or Public network for General purpose. Example types of network or systekViatless
Sensor Network (WSN), 10T network, Content Delivery Network (CDN), the IP eXchange (IPX) specified

by GSMA for mobile roaming and interconnection, and not the least, the Internet.

The vision and illustration for 6G enabled Services and Interoperable Smart Networks also show

overarching European Policies and Strategic Orientations, as those derived from the UN SDGs, which

again drive Sustainability Objectives (including all thrdarpil Social, Economic, and Environmental).
Moreover, this shows that value is generated for and across several customer sectors and value

creation spaces. The main categories or spaces of value creation are: Consumer, Enterprise, Industry,

State, and Gowament, as well as the broader space of Societal in general, either directlyvia.g.
governmentoriented value offerings) or indirectly as synergy effects of the other value creating

spaces.
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To realise tis 6Gvision there is fundamentally a need to have standardised, interconnected, and
interoperable networks, ensuring that services and enablers can interoperate and work across and
among the network operator administrative domains. This is illustrated initiig side offFigure 4

where the wholesale services are considered. These services and business relationships can range from
a geographically local focus to a national or regional scope, to the full global and universal services
scope. Thse are services offered by one CSP/NSP to another CSP/NSP, oftert@iges=rmore or

less symmetric relationships, or by NSP roles in a hub or transit role, such as IPX operators, or Internet
eXchange Point (IXP) network operator. The 6G enableetestdmer facing CSP/NSP can also come

in a variety of forms, such as Internet Service Provider (ISP), Mobile Network Operator (MNO), Fixed
or wireless broadband network operator, or Virtual NSPs/MNOs. The following section elaborates on
these services, whilalso considering challenges, risks, and opportunities for the corresponding variety
of service providers.

¢KS flrad IINBIFI (2 FIRRNFayIAPYSKAAlI yBROGN2RYIZNA {i &K
services for the customer itself to manage their services is key. This area is in pairtipagant for

enterprise customers. We recognise here the different layers of services, from infrastructure (such as
transport connections, and data centre or cloud resources) that is more stable while still being
manageable, the layer of connectivity and communmatservices, related enablers, and platform

support, tothe application layer. These services for enterprise customers, including peer CSPs/NSPs,
might be delivered by different service providers dedicated for specific service portfolios, and the
abilities for aligning service operations across multiple stalddrs need particular attention.

2.2.3. 6G ENABLED INTEROPERABLE SMART
NETWORKS AND SERVICES

The use case families introduced abgwet high expectations omvhat 6Gcan deliver The above

section and illustration introduce 6G enabled User Services and Features that should deliver the
anticipated services, and the service features needed by the variety of use cases with the expected
KPls. The vision and ambitiare clearly that the services can relate to epdints and devices beyond

0KS O2@SNI IS 2FFSHNBERE RANBOKE¥SHe/ {iIK® HEYES az2yvys$s
already introduced by 5Ghe 6G ambitions go even further with a broader spectrum of services and

senice features, and there is a heed to ensure a consistent and globally standardised service offerings,
service handling, and service feature performance across smart network operator administrative
domains.

The essence of this is illustrated Fiigure5, which recognises the main categories or sectors (and
implicitly, the numerous verticals or more specific sectors covered by 5G and the coming 6G). Each
have numerous requirements, and these requirements are partially overlapping and can be conceived
as acontinuum, as highlighted by the right side. All sectors or vertical can relate to criticality and
urgency, and even for consumers, we need to recognise consumer critical seHavesver not all
applications are equally critical at all times, and all of these sectors may have applications that at a
given moment is not critical, and latency requirements are very elastic. So, there is a range of criticality
and urgency, from nowritical to highly critical for all sectors. This translates to a need afrety of
connectivity properties, where for instance the latency property may hugely vary and still meet the
desired customer SLA.

We can observéhat network resources (considering also beyond connectivity resources) are shared

across multiple sectors and verticals while the performance must comply with the respective SLAs.
Smartness across multiple dimensions is needed to ensure resources dreffisiently to reduce cost

and to deliver on the energy efficiency ambitions, and ultimately on the sustainability ambitions. This

goes not only for connectivity resources and services but also for the compute, storage, and the
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application and application enablers, and how all these resources, service elements, and service
offerings are aligned in terms of desired performance and resilience, to delivery any XasS.

SECTORS CRITICALITY & URGENCY

Mission critical Highly critical
6G enabled
i) Interoperable
Business Smort Networks Baseline
and Services

Consumer Non-critical
Connectivity

Application & Enablers

Critical

Figure 5: Requirements and service features to be harmonized across interoperable smart networks and services

The 6G services vision points not orypeyond connectivity services and features complementary to
G2RIF2Qa O2yySOGAQGAGEZ 0 NERI RasbtyaRizh sét ¢f BervicefofieBrigd/ S | O
UEs, devices such as loT devices, and their servic@@nts or even sets of enpgoints and UEs,

connected either in a general public network context and/or in the context of specific LNaaS instances

can move freely athroam across network operators and CSPs boundaries. This should be enabled by

the support of specialized connectivity services offereddemand to/from any enepoint across

public and private network§l1]. This will be fundamental to enable and support the anticipated

variety of foreseeable applications and application enablers, enriching the current and future use
cases. Some of the needed service proviaeservice provider services and interconnection
capabilities are presented [12][13].

Ly GKS LYGNRRAZOGAZ2Y | 02@0S GKS KAGSLI LISNI 68 (KS
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introduced in this section are addressing the ambitions of the whitepagnd the vision of the so

Ottt SR /2yySOGSR /2ftf1F 02N dAQGS [/ 2YLWziAy3d bSiag2N
interoperable smart networks and services and the capabilities envisaged raises questions also related

to the feasibility of todag@ ne neutrality regulation. These challenges and opportunities are discussed

in [11], including suggestions for evolving the net neutrality regulations, as well as new service

concepts related to even universally available specialized connectivity.

An important approach for effective development of service concepts and features is to establish
means and support for exploration, testing, experimentation, and validation enabled bydeaie

trials and pilots. This calls for evolving and scaling waye SNS JU experimental platfermto
experimental platforms with a stronger emphasis on interoperable smart networks and services across
European service providers and stakeholder. This approach should target a stronger and more effective
approach for aEuropean multstakeholder ecosystem platform. To provide an example, the PPDR
sector represents an important user and customer community in need for such a platform and will
benefit greatly from a stronger European experimental capability.
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2.2.4 TOWARDS A NEW ECOSYSTEM LEVEL
APPROACH TO BUSINESS MODEL INNOVATION

The use case families and use case descriptions introduced in CRRaptaboveinclude an initial
stakeholder and business model analysis. The complexities of the use cases in terms of the involved
stakeholders, the business actors and the various business roles are evident. This was already studied
with 5G[14] and continues with deeper understand as the 6G use cases are analysed. As introduced
in Chapterl.1.3a key driver for European 6G research and developmesuistainability, aiming at
developing sustainable 6G solutions that at the same time can address sustainability challenges in the
wider business, industry, and societal context. The approach developed for use case definition and
analysis take sustainability consideratsodirectly into account and includes analysis of the obstacles
and uncertainties in achieving environmental, social, and economic sustainability for 6G and for 6G
supported solution$15].

In this context, and along with 5G enabled use casegcasystem level approach t6G and6G
businessmodelling is advised and developdd6]. This is an approach that considers all potential
configurations of how an ecosystem can be formed, cemplementary to the given enterprise in
focus, considerations giotential business models that will be adopted by othdjacentplayers and

the resulting network effects. The inherent ecosystem dynamics induce an iterative process for
enterprises to continuously adjust and optimise their initially formulated business models, following
the interactions with other ecosystem actors.itW sustainability in mind, business models should
prioritise longterm values over shoiterm interests and gains and comkeithese with the definition

of extended values that consider societal and environmental sustainability targets along with economic
outcomes[16].

There can be differentharacteristics foecosystems around different 6G deployments to deliver use
cases through resource combinations. Examples include a port and a factory which have different
stakeholders and use cases. Stakeholders in 6G ecosystem can include operators, vendors, application
providers, regulators, and end users among others, and can vary depending on the use case and
location. Stronger ecosystem awareness and enablement is needed to deliver environmentally and
socially sustainable 6Golsitions which are economically feasible for the stakeholders allowing
business for the involved stakeholders. At the same time, business model evolution and innovation
system thinking are needed towards incorporating sustainability and circular econangyptes at

the ecosystem level to maximizenvironmental, social and economic benefits while minimizing
negative impacts. Leveraging circular economy principles helps retain and recover value from
resources and extend lifetime through such important cdasitions as reusing, repairing,
repurposing or recycling leading to new 6G business models

Considering the richness of 6G enabled services and topologies of interoperable smart networks (and
their administrative actors}there is a need to develop business model blueprints that preadeice

on likely beneficial business model structures and their business relationship interaction patterns.
These structures and blueprints must consider both the horizontal dimension and the vertical
dimension, as well as the geographical dimension, frocal and per country sulegions, to
intercontinental andglobal perspectives and even mudthuntry regions. Today, and for many years,
there are two key international business models for the backbone of communications networks. The
Internet with IP peering and IP transit is one, and the other is the IPX medelopped and maintained

by GSMA. The further analysis and evolution of these and adjacent business models will be a central
topic to the enhancement of 6G enabled interoperable smart networks and services.

Central to any business model is anyway the-aadr and end customer perspectives and how value
is created. There are many dimensions to this, and the service user and usage dimensions will be key
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to understand. The service concepts and the means of-usmt ¢ application interaction and
correspondingly applicatioq network interaction are crucial to develop. These must include and
reflect the relevant sustainability aspect central to the servisage and service level performance
and must allow for proper alignment of expectations amongst these roles, where the created value
indeed has multiple dimensions.

3. TECHNOLOGICAL ENABLERS

The R&D of technological enablers for 6G have been ongoing for several years, building on the features
and enhancements of previous generations as well as exploring technological breakthroughs that may
revolutionize mobile connectivity in the coming yeahs. shown irFigure6, this section outlines the

most relevant topics associated with the forthcoming 6G system, spanning from further development
of technologies related to HW and radio technology, flexible network topologies, deterministic
networking, network softwarisatioand digital twinning, as well as pervasive adoption of Al and ISAC.
Furthermore, to improve resilience and to achieve theRING% it will be essential to ensure security

and trustworthiness as well as address energy efficiency anghtover operation of the networks.
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Figure 6: 6G technology enablers

3.1. ENERGY EFFICIENCY TECHNOLOGY

Network energy efficiencyit is expected that the data traffic will continue to grow in the coming
years, along with the introduction of novel services such as sensing or Al, which can increase the power
consumption. To cope with the rising environmental threats, increasing eneogys, and the

6 United Nation Sustainable Development Goals: https://sdgs.un.org/goals.
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continued data growtht is imperative to enhance the network energy saving solutions in particular to
offset the potential rebound effect. However, by simply adding energy efficient 6G systems to the
existing deployments will not reduce the energy consumption, as long asetey systems are
operational. Already in 5GSseveral new sustainabiligware network operation techniques have
been studied, e.g., exposure of energy related metrics internally or externally to authofizeary

as well as and AI/ML techniques for predictive network management and advanced edge methods
[17][18][19]. To minimise the network energy consumption, it is important to streamline network
procedures and enable efficient sleep modes of the network modules. By incorporating smart
scheduling and predictive offloading between cells it is possible to rediredictfadbm one cell to
nearby cells and shut down cells with low traffic.

Energy harvestingFor 10T devices, limited battery capacity limits the device lifetime or necessitates
recurrent battery replacements increasing the cost of operation. Through energy harvesting (EH),
energy from diverse ambient sourcgX)] (such as solar, thermal, kinetic and radio frequency energy)

is captured and stored so to make systems more resilient andeftesttive. In addition to harvesting

the energy, it is equally important to efficiently store the enef8%] as well as be able to combine
energy from multiple diverse energy inputs with varying characteristics and inconsistg¢@2ies
Furthermore, wireless power transfer (WPT) may support widespread deployment and operation of
ultra-low power and ultralow cost 0T devices by providing controllable and predictable energy supply,
in particular RF based WPT may provide energy oveivelatong distances, charging multiple devices
simultaneously even in neline-of-sight conditiong23][24]. At the network side, the 6G base stations
would need to be designed and configured with efficient dedicated protocols to support thd28PT
which may only be viable in dense deployment. However, dedicated WPT nodes, usually referred to as
power beacon$24] may also be viable in certain scenarios.

3.2. NETWORK AND SERVICE SECURITY

Cybersecurity and privacy remain key requirements for 6G. Indeed, implementing robust cybersecurity
has been challenging in the past and recent trends have even furberased the cybersecurity risks.

In fact, as society turns to a datliven economy, pervasive approaches are required for handling and
protecting data and privacy, including data supply chains, traceable provenance ardefiredd and
machinereadable privacy guarantees. For instance, more and more commercial servicaste or

public spaces leverage on camdrased applications, in which the balance between privacy and
accuracy needs to be carefully considej2d|. Furthermore, cybethreats are continuously increasing

e.g., from natiorstate adversaries employing cyberwarfare, rogue actors that are marketing or hiding
zero-day vulnerabilities, and the increased threat surfaces from the generally increased reliance on ICT
for decentralzed economies and workforces. To address this, it is important to allow so called zero
GNHzA G | NOKAGSOGdzNBazr gKAOK NBfe 2y (GKS LI NXRAZIY
compromised nodes at rutime. This necessitatedynamic risk assessment with continuous trust
evaluation of the system in an intelligent manner throughout its lifetime. Furthermore, to respond to
emergent threats,cybersecurity must be agile and allowfiald upgrades during operations. For
example, with the adventfoquantum computers, the existing ICT systems will need to rapidly switch

to post-quantum cryptography.

Furthermore, considering the growing complexity of network services and applications, along with the
challenges and costs associated with the current operational and maintenance management methods
in 4G and 5G networkst is essentialto ensure a seamless and dynamic orchestratiery., by
leveraging AI/ML to ensure responsible and trustworthy operation, including fairness, privacy,
robustness and explainability. In this direction a promising trajectory for 6G development appears to
be Intent-Based Netwdking (IBN [28] with Al assistance, towardsLMcentric intent lifecycle
management (e.g., intent decomposition), enabling the management and configuration of network
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services using natural languagn overarching Trust Assessment Framework (TAF) will be needed to
attain the required level of trustworthiness of the service orchestrator that can associate the intents
with the required trust level as well as providing ftime estimation of the actuatrust levels of
services with builin trustworthiness metricsFurthermore, secure, auditable data sharing is crucial
for robust orchestration, with technologies such as blockchain, homomorphic encryption, or
differential privacy, ensuring integrity and privacy across imdemain deployments, further
supported by privacgnhancing access control mechanisinsaddition,new capabilities such as ISAC

in 6G networks would also require specialised security and privacy mechanisms.

3.3. DETERMINISTIC NETWORKING

To support the stringent requirements of certaime-critical applications, e.g., XR or collaborative
robots,6G shouldffer a high degree of deterministic performance, with predictable bounded latency,
minimal time jitter and high reliability. IEE8D2 has originally developed the TirSensitive
Networking (TSNgtandard for wired communicatiorf29][30] aiming to improve efficiency through
predictability and offering a deterministic approach instead of a statistica[28jewhich has recently
been adopted for WFi[31] and 3GPP since release[3@].

Another approach to improve determinism and dependability of networks is by applying redundancy
methods, e.g., based on IEEE 802.1CB, also known as Frame Replication and Elimination for Reliability
(FRER). FRER has been applied to wired networks, buteferobeneous (wired and wireless)
networks still many open points are to be addres$ad][34], solving which one would be able to
provide tangible benefits especially for autonomous mobile robots scenarios in the broad Industry 4.0
vertical sector.

Although 3GPP Release 16 introduced the TSN bridge agapieh allows the network to appear like

a TSN domain thus enabling integration into other TSN domain, this would reqi@Eaoordination,
typically addressed by a Centralized Network Controller (CNC). However, the information that can be
shared from the TSN adapter to the CNC is currently limited as there is no standardised interface which
results in suboptimal optimizations.

Finally, to obtain an overarching communication system made of heterogeneous subnetworks, i.e.,
mixing wired and wireless, cellular, \&i and other access technologies, a new architectural concept

is to be introduced, which can mana@g®Esolutions in such complex scenarios. To tame such a
complex problem, advances to the control and user planes, that can simultaneously manage several
networks based on diverse standards, are to be devised, as proposed by some recent works
[35][36][37].

3.4. RADIO AND SIGNAL PROCESSING

The 6G network is expected to deliver evolved and new capabilities and services while also improving
the cost optimization and energy performance. With the continued development of the radio
interface, several new technological enablers have emerged, reassive multiplanput, multiple

output (MIMO) and distribute MIMO, to increase the performance, MRSS to leveraggisting 5G
infrastructure deployments, RIS to enhance local coverage, improved waveforms modulation and
coding schemes and multiple acedechniques to improve the performance at higher frequencies as
gStt Fta L{!/ G2 SylrofS ySg ao0Se&@2yR O2YYdzyAOlI GAz2y
Massive and Ultranassive MIMO:Modern MIMO technologies, including distributed MIMO- (D
MIMO), massive MIMO (MMIMO), and mulger MIMO (MUMIMO) transmissions, are recognised as
critical for the deployment of 6¢38][39], which allow devices equipped with large antenna arrays to
spatially multiplex many layers of data using the same iraquency resources, providing more
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reliable linksand higher throughput with improved spectral and energy efficiency. The throughput of

a massive MIMO system scales linearly with the number of layers, which is ideally upper bounded by
the number of antenna elementBy using larger antenna arrays, ulraassive MIMO can be
employed to support more data layers. In addition, this can enable highly directive beamforming to
overcome the large attenuation in highequency communications as well as enable high angular
resolution for localizationand sensing applicatis. However, there are new challenges with the
implementation of such large arrays and their deployment for communications/ localization/sensing,
and array technologies are necessary in 6G to enable such enhancement. When the antenna array
aperture is extremby large, the neafield effect is strong enough to make the conventional
beamforming ineffective, and nedield MIMO technology is necessary to provide array gains and limit
interference. For instance, hybrid analdgital archiectures and fully digital architegtes for sub

THz communication scenarios can be considered. Hybrid architectures can reduce complexity, while
fully digital MIMO architectures have proven feasible with extremelydomplexity HW (e.g., onbit
converters) for sullHz frequencies. ForlIMO, coherent and nowcoherent transmission strategies

can be employed, depending on the quality of available Channel State Information (CSI) and
synchronization, to coordinate distributed radio units and scale up thetape without being limited

by the HW constraints on a singdmtenna array. This technology also benefits from high spatial
diversity and provides for a more seamless UE mobility experience. Finally, MIMO technologies are
expected to benefit from Al anBlL capabilities in RANs to enhance efficiency and reduce complexity.

Multi-RAT spectrum sharingéG will usher in the seamless integration of heterogeneous RATS
operating on bothexisting bandso be eventually migrated to 6@nd potentialy new bandsfor 6G,

studied under WRE7 Al 17. As with the 5G rolbut, spectrum availability is a crucial element for
future 6G networks. Today, 5G deployments occupy a large portion of the licensed spectrum with the
most favourable coverage properties. Naturally, the migration from 5G to 6G vgHdatual, implying

that the ability to share the same bands across RATs becomes a critical requirement. Static refarming,
i.e., a hard splitting of the existing spectrum between 5G and 6G is a straightforward approach, but it
comes with a severe drawbackmaly, there is no possibility to adapt the spectrum allocation to short
term traffic fluctuations. A more flexible alternative to allocate shared resources across different
generations of wireless technologies is thus highly desirable. In retrospect,iBtBitaced Dynamic
Spectrum Sharing (DSS) to allowdmmand reallocation of resource blocks between 4G and 5G cells
sharing the same carrier, but the frequent transmission of LTESPetific Reference Signals (CRS) led

to significant fixed overhead. F66, the lean design of 5G can be leveraged to make MRSS a spectrally
efficient native solution to ensure proper 6G coverage. It is expected that MRSS will be implemented
in singlevendor deployments, where common, or-deployedHWis used to schedule radio resources

to either 5G or 6G, although longer tinseale multivendor MRSS may be supported. Thus, the impact

on legacy specification and UEs is expected to be minimal, whereas the 6G specification would need
to take into accounthe 5G specific aspects

Reconfigurable intelligent surface®ISs an emerging technology in the field of telecommunications,
offering a novel way to enhance the performance of wireless networks, in particular for the higher
frequencies expected in 6G. These surfaces consist of electronically controllable elemertarthat
manipulate electromagnetic waves, allowing for improved signal propagation in wireless
communication systems. At its core, a RIS is a thin layer of material with many small programmable
elements. These elementsan alter the phase, amplitude, and polarization of incoming radio
frequency (RF) signals. By doing so, a RIS can effectively control the propagation environment, which
is a major shift from traditional approaches where the environment is typically ceregidgiven and
uncontrollable. The primary advantage of RIS is its ability to direct or reflect signals to areas that are
otherwise hard to reach with direct transmissions, such as blocked indoor regions tinaaf sight
regions[38][39]. This can potentially enhance signal coverage and reduce dead zones in a network.
Moreover, RIS can be used to focus energy more efficiently towards intended users, improving in a
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costeffective manner the overall energy efficiency of the network. A benefit which however still
requires extendedE2BEvalidations to be verified. There are still challenges regarding the RIS integration
into networks e.g., develop effective algorithms for dynamic configuration, understand the interaction
with signal propagation environments, and integration with othechrologies like MIMO and
beamforming.

Highfrequency technology: Highfrequency technologies above centimeteave (cmWave),
spanning from around 24 GHz to stiblz (106800 GHz), are all undegsearchconsideratiors for 6G.

The use of suliHz bandsvould bringvast bandwidth, but witlextremely limited range and coverage,
making them only suitable for linef-sight operations in dedicated indoor scenarios, accurate sensing
applications, and backhaul links (fixed and mobile). At THz frequencies the high pathloss prevents their
usage fromanything but very shortange links in e.g., data centres. World Radio Congress 2023 (WRC
23) downyprioritized the subTHz rang¢40] and postponed s Hz studies tentatively td/RC31, to

be potentially consideredater releases of 6G.

Waveforms and multiple accessthe introduction of waveforms and multiple access techniques
revolutionized wireless communications by enabling increased simultaneous users and higher spectral
efficiency. With 6G it is envisioned that the need for increased bandwidth can partiallydoesadd

using subTHz communication. However, the standardised waveforms and multiple access schemes,
i.e., Orthogonal Frequency Domain Multiplexing (OFDM) and Orthogonal Frequency Domain Multiple
Access (OFDMA) can sufferrfralistortion of the linear amplifiers du the high Peako-Average

Power Ratio (PAPR) as well as various frequency offsets and phase noise, degrading the signal by
impacting the orthogonality of the subcarriers. Several novel technigues, e.g., Discrete Fourier Transfer
spread OFDM (DFSFOFDM) ca reduce the PAPR, and AlI/ML based waveforms can compensate for
various noise sources.

Furthermore, nororthogonal waveforms arelso explored, e.g., Ne@rthogonal Multiple Access
(NOMA) or Rat&plitting Multiple Access (RSMA) which can allow further improvements in non
orthogonal access to Physical Resource Blocks (PRBs) for UE groups (small clusters) of varying levels of
SNR. Tis results in additional capacity available to far users (e.g., as signal in the power domain can

be superimposed for the near/far users). If these techniques can be combined withfeeeedr D

MIMO deployment with a central scheduler, the potentiakirierence can be minimised.

Advancements on coding and modulation schemes for sti#z:To overcome the HW limitations at
subTHz e.g., power limitations or ndimearities, research is ongoing to develop novel coding and
modulation schemes to achieve higher spectral efficiency and better energy efficiency. To achieve the
former, high order oded-modulation schemes need to be employed. For example, a recent
enhancement to Bitnterleaved Coded Modulation (BICM) is Delayed BICM (DBICM), where latency
and complexity is tradedff to improve capacity. Regarding the latter, enewmgfficient and low
complexity physical layer designs need to be considered, such as improvdddosity ParityCheck
(LDPC) codes that deliver strong performance while reducing receiver complexity.

Random access for massive communicati®evising random access in 6G networks is a crucial action
point to support for massive 10T and machine type communication. The main challenge comes from a
large density of devices in a network and their sporadic low data rate traffic patterns. Devices are
hence frequently required to go through random access to obtain transmission resources, which leads
to overload and frequent preamble collisioris. 6G, potential addition and use of higher frequency
bands and increasing directionality of communication gpdsrther challenges for random access:
While the probability of preamble collisions reduces with directionality, other problems such as
deafness and blockage arise.

Potential enablers for massive random access are novel, lean, raadoeass procedures, grafiee
access (including configured grants), and advanced rapaitoess techniques, in particular those
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relying on NOMA. Periodic or seperiodic traffic can benefit from configured grants, whereas lean
randomaccess procedures can reduce the handshake overhead and hence the latency, but do not
have any impact on the number of collisions. On the other h&@MA has a potential to massively
reduce the number of collisions by multiplexing data transmissions from multiple users on the same
resources at the expense of increasing receiver complexity. Such techniques have long been used in
satellite networks andre thus well positioned to be deployed for NTNs. Coexistence of NOMA and
conventional randorraccess channel poses further challenges.

Integrated Sensing anddommunication ¢ 2 Syl 6f S GKS dao0Seé2yR O02YYdzyA Ol
technology is the ISAC, which extends wireless communication beyond data transmission, enabling
systems to sense, interpret, and respond to the physical environment. In addition, ISAC can improve
the communication performance of the network by sensing the surrounding environment. For
example, network devices can detect blockage and perform fast beam switching or control
transmission power. The ISAC system cameeibe deployed as a monostatic deployment, when the
transmitter and the receiver sensing antennas are located in the same node, or as sstatidti
deployment, when the transmitter and the receiver sensing antennas are located in different nodes.
The acaracy of sensing is significantly better with line of sight (LoS) between the sensing antenna and
the object being tracked, as each reflection of the signal in the environment introduces interfering
scatter and uncertainty in the distance and directiontleé¢ object. In areas where such LoS is not
provided by the base station, one or more UEs which have LoS to the object can be appointed to
perform the measurements.

The sensing distance resolution is directly proportional to the signal bandwidth, while the angle
resolution depends on the number of antenna elements. Making use of higher frequencies on the one
hand, offers wider bandwidths and larger antenna arraysstproviding a natural benefit to sensing,

on the other hand their cost and complexity may be prohibitive.

Which radio resource is best suited for sensing is still an open research question, but a reasonable
assumption may be based on some resource similar to a Positioning Reference Signal (PRS), which is
used for downlinkbased positioning measurements in S&urthermore, in case multiple nodes are
involved in sensing a common object, e.g., related to a service tracking a moving object, it will not
suffice to simply detect it, but the radio resources across multiple cells may need to be coordinated to
be able b track the object as it moves.

3.5. NEW ACCESS AND FLEXIBLE TOPOLOGIES

6G is expected to provide significantly improved coverage and capacity, while ensuring efficient and
sustainable operation. To achieve this, it is envisioned to incorporate NTN and local subnetworks to
extend the coverage, enable optimised local privatewueks, as well as enhance the muilti
connectivity solutions for data aggregation.

Multi -connectivity: In 4G and 5G, there are two separatelutionsto aggregate data fronmultiple

cells, namely Carrier Aggregation (CA) and Dual Connectivity (DC). The former is controlled by one base
station aggregating multiple carriers on the Medium Access Control (MAC) layer, whereas the latter
splits the control between two base stationa Master Node (MN) and a Secondary Node (SN) and
aggregates the data at a higher layer, in the Packet Data Convergence Protocol (PDCP) layer.
Performancewise, both are comparable if the M8IN transport delay is negligible, whereas a larger
transport dey diminishes the benefits of the additional carriers as it is difficult to determine which
node should transmit which data.

In 6G, only a single data aggregation solution should be pursued, to reduce the complexity and avoid
market fragmentation, enabling both extreme reliability and excellent flexiblitydecoupling uplink
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and downlink, and integrating inactive connections which the UE only need to monitor, allow for
customized configurations, suitable for the expected connectivity neglfsough data aggregation
using DC fromne@® 2t t 20F SR aA(Sa R2SayQi ONAyYy3a lyeé o0SySH
the inter-site latencies, some aspects of it could still be beneficial in terms of robustness and reliability

by providing redunént or backup transmission paths.

Non-terrestrial networks (NTN)Since the TN and NTN are expected to be integral parts of the same
6G RAN, direct devide-satellite communication should be supported by generic cellular protocols.
This requires incorporation of NTN scenarios in the initial 6G design, includingeratisias for the

data plane protocol stack, control plane connectivity, mobility procedures, resource allocation,
handover management, user subscription, network slicing and orchestration, taking into account the
specific chaacteristics of the fastnoving NTN nodes. For 3GPP-REla transparent architecture has

been standardised, allowing data to be relayed via NTN. However, for 5G Advanced, a regenerative
architecture is being explored, which could incorporate parts ofRAN and CN on the NTN nodes,
laying the groundwork for a deeper integration between TN and NTN in 6G, with both components
jointly optimised to forna 3D multilayer systenj41].

Special purpose networksfhe 6G network is expected to be flexible enough to allow configuration,
deployment, and management @pecial purpose network&hat will be able to provide enhanced
performance, security, or resilience in a local 2. These subnetworks should act autonomously,

at least during a limited period of time, e.qg., to provide-Gf#ical services, but also be able to connect

to the global 6G network as a netwedf-networks. To enable this, a management node will connect
to the main network and relay control and data signals to remote devices. The configuration of the
subnetwork could either be initiated by the network, or by the devices. If the subnetwork is initiated
by the devices, the subnetwork could be transparent,,ithe network is unaware that the
management node is acting as a marthe-middle (e.g., impersonating multiple UEs IDs). Since these
subnetworks may be very densely deployed in e.g., a factory, the spectrum utilization must be
optimised to minimise thenterference, and the protocol stack need to be evaluated to see how best
to enable these subnetworks.

3.6. EDGE CLOUD CONTINUUM

The edgecloud continuum in 6G networks refers to the integration of heterogeneous infrastructure
devices and network services spanning different network domains (core to exteelge, i.e., UES)
that belong to multiple stakeholders, into a cohesive alydamic ecosystem for service execution.

Management and OrchestrationThe integration of the extremedge domain in the devieedge

cloud continuum presents significant challenges for network management and orchestration (M&O).
CKAd R2YIAY AyOfdzRSa NBa2dz2NDSa o0Se&2yR | ALISOATA
customer premises equipment, and external networks, which can be massive in scale, highly volatile,
error-prone, mobile, and involve multiple stakeholddgdtective M&O must extend beyond traditional

concepts, encompassing the entire devadgecloud sgctrum, beyond the limits of the current
orchestration methods.

AlI/ML techniques are crucial for handling this complexity, enabling predictive orchestration and
autonomous network adjustments. Clounhtive principlesare a fundamental cornerstone for
implementing the continuum orchestration paradigm, promoting programmabilifgxibility, and
scalability through modular service components orchestrated across the different domains, with
robust exposed interfaces and adherence to data security and privacy standards. This approach
facilitates highly decentralised M&O ait#rtures, reducing bottlenecks and enhancing resilience as
well as operational efficiency via CI/CD DevOps practices, reducing downtime and improving service
delivery.
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Serverless mobile networkingCommunication networks are transforming as they shift from
monolithic HW to S\Wased functions running on shared computational, storage, and communication
resources. This shift, known as network softwarisation, requires a &wowde redesign focusing on
decoupling the tight interactions between functions, and enabling graceful service degradation when
resources are scarce. While cloud computing solutions like microservices and serverless architectures
offer efficient service mvisioning, the mobile networking seems to lack similar solutipt8j.
Prototypes show that applying these principles when redesigning networking functions for a serverless
paradigm can boost the efficiency of network deploymef#d] and reduce the overall network
footprint [45]. The advent of 6G further motivates adopting this paradigm in various scenarios,
including network monitoring46], vehicular networking47], or digital mobility{48].

Abstraction Layer:To fully leverage the edgeoud continuum in 6G, the M&O framework must
account for an expanded set of resource types and their characteristics, at a far greater scale and
complexity than in previous generations. The M&O framework must handle the extretaeogeneity

of devices, including resouramnstrained and ultrdow power faredge nodes, while supporting
AI/ML workload distribution across the network in réahe, seamlessly employingW accelerators.
Existing network managemeifitameworks (e.g., NETCONF/YANG, etc.) need to be revisited as real
time adaptation, ultralow latency, and dynami®T modelling become critical for optimal service
deployment/assurance, and resource management in 6G. Additionally, abstractions must encompass
both HW and Virtualised resources (e.g., containers, microservices) to ensure holistic management
across the devicedgecloud continuum.

Utilizing the edgecloud continuum in 6G will introduce a myriad of new resource types with specific
interfaces, protocols, capabilities, and characteristics. To fully exploit them, the M&O framework must
be aware of their specificities, such as HW aceien and Al/ML workloadupport, moving beyond

the typical abstraction of interconnected computing nodéss also crucial to represent characteristics

like node mobility and battery capacity for fadge devices. This enhanced view of the network
infrastructure will be used during service deployment to guide service scaling and placement decisions.
Additionally, these new views will fost&Tmodelling of the continuum resources. The realisation of
this novel infrastructure representation calls for new models for resource abstraction that can adapt
to a heterogeneous set of device types.

Function/Workload Offloading: Computationally intensive tasks, such as those in XR and Al
applications, can exceed the capabilities of lean user devices. To address this, 6G networks aim to
enable dynamic offloading of functions and workloads from mobile devices to wirelessly connected
compute locations, balancing battery life, device heat, energy consumption, application performance,
and network utilization. Efficient offloading requires exposing proper APIs to developers, designing
resourceaware and mobity-resilient offloading mechanisms, as well as jointly optimizing
connectivity, compute resources (at the device and the remote site), and application performance.
Ensuring security and isolation of offloaded processes, as well as selecting user blaserksn data
availability and diversity, are also crucial for effective offloading 48

Federation:As we advance towards 6G, the concept of federation becomes crucial, enabling seamless
integration and cooperation across multiple domains and cloud environments. Thisdamitin and
multi-cloud federation will enhance network performance, reliabilitpdainnovation by providing
dynamic, scalable, and secure interactions. It facilitates collaboration among diverse network domains,
including terrestrial, satellite, and aerial networks, creating a cohesive and resilient network fabric.
This is essential foachieving the high data rates, reliable low latency, and massive connectivity
expected from 6G. Advanced services and innovative business models, suchtasadeR, require
handovers and integration across various network and computing domains. sTerttdj multicloud
federation leverages the strengths of diverse cloud service providers, optimizing cost, performance,
and resilience, and ensuring that no single point of failure disrupts critical services. It also enables
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data/application mobility, allowing services to run closer to @rsgrs, thereby reducing latency and
improving user experience. However, challenges such as interoperability, security, and privacy must
be addressed. Robust federation frameworks must beetlped - that can seamlessly integrate
diverse technologies and services, including verifiable and auditable behaviwaitts standardised
protocols and interfaces, leveraging Al and ML for efficient resource allocation and enhanced security.

3.7. NETWORK SOFTWARISATION AND
DISAGGREGATION

Network softwarisation is a promising trend aiming at advancing telecommunication industries by
integrating cloud computing technologies and SW models into network services. The goal is to
softwarise the network and to transform it into an open ecosystehere HW and SW are decoupled.
Technologies lik8WDefined Networking (SDN), Programmable Data Planes (PDPs), Network Function
Virtualisation (NFV), network slicing, cloud and edge computing are used for this purpose.

Network Virtualisatiort Network virtualisation, has transformed the telco industry, making networks
more flexible and agile by enabling abstraction, isolation, and flexible sharing of resources across
different domains: wireles$50][51] and optical[52][53]. SDN and NFJb4] are two of the key
technologies fostering this transformation. In 5G networks, virtualisation reduces the complexity of
communication system&5] and improves resource management, enhancing Quality of Service (QoS)
[56][57][25]. With 6G bringing even more complexity both in terms of number of connected devices,
sensors, computing units, with possible high mobility of theess®urces (e.g., autonomous vehicles),

NFV and SDN are considered as de facto standards for network deployment, reducing HW needs,
cutting costs, and increasing scalability. Additionally, the abstraction of resources facilitates unified
resource represention, which can further simplify network resource and service management
procedures, enabling full automatiorlowever, 6G also brings challenges such as increased security
issues that require enforcing robust policies and implementing intelligent mongoand control
techniques. Moreover, potential performance impacts due to virtualisatimuced latencies require
sophisticated and agile management and orchestration solutions to optimise Virtualised resources and
fully realise the potential of networkiualisation in 6G. Finally, end user virtualisation could be useful

in 6G to address the challenges of providing QoS/QoE guarantees amid diverse and dynamic networks,
and to support Al services and network management by efficiently collecting, managidg,
processing extensive user dd&8].

Network slicing:Network slicing groups Virtualised network resources to support specific services.
bSGig2N] &atA0Sa IINB GFAf2NBR (2 RAFFSNByd aSNBAO
segments for different business needs and efficiently allocate shaemturces to enhance
performance. However, the cloddative approach of ensuring service availability using multiple
replicas of network functions, can lead to excessive resource allocation and higher costs, necessitating
careful planning @ avoid overprovisioning computational resources. In 6G networks, E2E network
slicing is crucial for providing service flexibility while enabling network technology diversity. Network
slice lifecycle management involves interacting with multiple domaimestrators, including those

for access, transport, core network, and edge computing, Managing the dynamic life cycles of network
slices across different administrative domains requires an overhaul of the E2E network slicing
architecture to handle the comekity of multtdomain deployments.

Cloudnative networking 6G aims to deliver an exceptional user experience with seamless
connectivity and adaptability across various scenarios. This requires flexible and adaptable network
architectures, leveraging clouthtive principles to enhance scalability, flexibility, andse of
deployment. Clou¢hative applications use microservices architecture, virtualisation and
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containerization technologies to improve network performance. The SBA of 5G incorporated these
cloud-native ideas but increased int®F dependencies, leading to higher signalling costs and
latencies. For example, to perform a UE registration proceduresrti@n six network function needs

to interact with each other[20]. A modular approach, revisiting and optimizing the functional
composition of NFs, can address these issues in 6G. By balancing NF granularity with interaction
requirements, modular deployment allows for flexible, scalable, and efficient management of
Virtualised NFs, enabling dynamic allocation of cloud resources, and the ability to migrate or clone NFs
during network runtime for improved agility and adaptability.

Core DisaggregatianThe disaggregation of 5¢%9] and upcoming 6G core networks involves
separating traditional monolithic network functions into distinct, modular components that can be
independently deployed and managed. This approach enhances flexibility and scalability by allowing
dynamic resource Hkication based on redime demand, leading to more efficient use of
infrastructure. Hybrid solution$59] combining HWaccelerated and SW components can reduce
Central Processing Unit (CPU) usage, lower latency and increase throughput. Disaggregation also
promotes innovation by enabling the integration of solutions from different vendors, fostering a
competitive ecosystem and accelerating the development of new features and services. Furthermore,
it improves resilience and fault tolerance by isolating faults, and facilitates edge deployment of
network functions thus reducing latency and enhancing user expegieDisaggregation in the 5G,
which is expected to be further evolved in 6G core unifies the concepts of-olatie architecture,
microservices, and HW offloading to enhance automation, reduce operational costs, and enable faster
deployment and updatingf network functions.

RAN DisaggregationRAN disaggregation can be used to address the -dkresification needs of
future 6G networks[60]. Trends towards splitting RAN into more figeined modules (beyond
RU/DU/CU) are progressing hand in hand with the decrease in ancabolgg continuum resource
orchestration granularity. This requires appropriate open SW architectures for efficiertysheeht

and operation, mirroring the shift towards microservices and serverless architecidi¢sMore
flexible and granular RAN splits enhance resource allocation and efficiency, providing better scaling to
meet user traffic demands, especially for novel use cases like XR, gaming, and holography. However, it
is likely that the so called lowdayersplit (LLS) which disaggregates the RAN in or above the physical
layer into multiple radio units will be the dominating RAN disaggregation technique. Further
disaggregated RAN can improve Netw@#s (NDTs) (due to fine grained functional blocks) and
tailored energy consumption control, necessitating adjustments in interfaces and protocols within 6G
architecture. However, it will be important to not introduce bottlenecks by standardising vetiilor
interfaces[60] that split network control into multiple separate network functions, necessitating back
and-forth coordination between the functions to configure basic functionality in the devices (as was
the case for the CU/DU split).

Deep network programmability: SDN decoupled the control from the data plane, introducing
programmable control through standard and open APIs, but kept the packet processing logic fixed.
With the advent of programmable data planes, deep network programmability has become possible.
It has extended the SDN paradigm, enabling the data plane to be reprogrammed for customized packet
handling. Now, the entire data plane, from header structure definitions to packet processing logic, can
be described irBW Varioudanguages such as Programming Protécdependent Packet Processors
(P4)[62] or Network Programming Language (NF3]) and frameworks such as extended Berkeley
Packet Filter (eBPF) / eXpress Data Path (f6@RPPata Plane Development Kit (DPDKector Packet

7 https://dpdk.com/
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Processor (VPPand Data Centeon-a-Chip Architecture (DOCpAhave emerged to support packet

level programmability, each suited tdifferent levels of abstraction and specific use cases. Most of
them are also supported by HW network devices like smart Network Interface Cards (smartNICs),
Intelligence Processing Units (IPUs), Data Processing Units (DPUs), Field Programmable Gate Arrays
(FPGASs), and switches, in addition to SW tardet6G networks, deep network programmability can

be used for offloading network functions to HW accelerators, -ir@ined and ordemand traffic
monitoring, packeflevel decision making, and may enableidamnovation in the entire networking

stack including the introduction of radically new protocols and mechanisms. This will bring forth
challenges familiar from th8Wworld, such as ensuring consistency between management, control,
and user plane views with programmatic validation of the network's behaviéb}, addressing
runtime conflicts from distributed or federated reprogrammif@p], and the need for some form of
network garbage collection to manage orphaned allocations.

3.8. NETWORK INTELLIGENCE

Al-native 6G architectureThe concept of an Alative 6G architecture is expected to transform the
telecommunications industry, promising to deliver intelligent netwdi®8]. Unlike existing systems
where Al is added as an afterthought, annative architecture includes Al from the design phase,
incorporating intrinsic trustworthy Al capabilities, where Al is a natural part of the functionality, in
terms of design, deployménoperation, and maintenancig7]. Aknative implementations leverage a
data-driven and knowledgéased ecosystem where Al continuously consumes and produces data,
enabling new functionalities and adapting existing ones. Th@g\dvanced considers Al as an overlay
solution for its existing RAN /CN architecture, network functions, and protocol stacks: Al/ML is used as
an optimization and automation toolset for selected network functions such as thap@bific
Network Data Analytics Function (NWDAF). 3GPP has begun exploring RAfas&dIsolutions for

the air interface (CSI feedback, beam forming, and positioning) as well as for different RAN use cases
(load balancing, mobility optimization, and energy sayififpis approacthowever, preserves the 55
architecture without changing the RAN/CN interworking mechanisms. In 6G from a RAN protocol stack
perspective, AI/ML based solutions will likely span multiple layers and modules and substantially
extend beyond 56Adv use cases. Furthermore, a fully auteeth customized use of AI/ML enablers
across device, RAN and CN resulting2&Al/ML solutions is envisaged.

An Atnative 6G architecture is characterized by several critical aspects, namely (i) intelligence
everywhere, (ii) a distributed data infrastructu@8], (iii) zeretouch managemenf69], and (iv) Al as

a service (Alaa$j0]. Intelligence is integrated across the network, from central nodes to edge devices,
allowing Al/ML workloads to be processed where they are most effective. This requires a distributed
data infrastructure for seamless data availability and processing.-toeih management enables
autonomous network operations, with human operators setting goals while the system autonomously
executes actions. AlaaS exposes Al/ML models, datasets, and tools as services throfrigndser
APIs, enabling service providers anders to leverage Al capabilities without expertise in Al
technologies, enabling new use cases where Al applications use the network as a platform.

Zerotouch managementZercotouch automation, across multiple domains can reduce the complexity
of network management and continuously optimise resource utilization, addressing the dynamicity of
traffic, processig, devices and applications profiles. This eliminates manual interventions and limits
operational costs while assuring Service Level Agreements ($ledgsive Closed Loops (CL) with
specialized objectives, driven by AI/ML algorithms and supported by extensive monitoring data, are

8 https://fd.io/technology/
9 https://developer.nvidia.com/networking/doca
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enabling service and resource reconfiguration both reactively and proactively across different layers
and domains, operating on varying timescaléss can be handled as a composition of programmable
virtual functions, aligning with the SBMA model. Moreover, CLs have deployment requirements and
lifecycles tightly aupled to their managed entities and their orchestration can be performed through
CL Governance functions. CL Coordination procedures, whether hierarchical etoymemr, are
essential for constent and scalabl&2Enetwork automation in multidomain scenarios or across
different stakeholders. Unified information models and standard interfaces would facilitate the
integration of multiple, multivendor CL functions. Cooperation with netwoEkKis can also help
validate concurrent CL decisions in controlled sandboxes, verifying their combined impact in the
medium/long term and with E2E scope before actual execution

Al-Driven Air Interface Al-driven solutions are expected to significantly impact the 6G radio interface

in four key areas: signal optimization, CSI acquisition techniques (covering CSI estimation,
compression, and prediction), MIMO transmissions, and compensation for RF HVkewpal Al can

help in optimising waveform, modulation, and coding, enhancing existing methods and facilitating
signal design approaches that improve spectral efficiency and reliability, e.g., by reducing reference
signals. Advancem Albased CSI acquisition emphasize intelligent compression and prediction
techniqgues to minimise overhead while maximising spectral utilizationenAdnced MIMO
transmissions address challenges such as beamforming with imperfect CSlI, user pairittgusen
MIMO, and pilot assignment in-BIIMO scenarios. Additionally, -&habled receivers can mitigate RF
HW impairments, focusing on issues like power amplifier nonlinearities and oscillator phase noise,
allowing for more energefficient operation. Havever, further work is needed to identify the HW
requirements for efficient neural network inference as well as evaluate the energy, and processing
costs associated with the Al optimizations on a e€agease basis to determine where it will be
beneficialto apply. Furthermore, in order to fully leverage Al on the physical layer in 6G, certain aspects
of Al are expected to be needed to be standardised.

In contrast to the physical layer, where solutions are grounded in solid inform#tgory concepts,

upper layer solutions in the radio protocol stack are often heuristic. The lack of provable solutions for
combinatorial problems, like scheduling, presergn opportunity to uncover innovative solutions
through datadriven methods. The less stringent runtime requirements of upper layers make them
well-suited for deploying neural networks. 6G must be designed to support the training and inference
of ML-basedprotocol solutions, including robust MLOps procedures and the flexibility to deploy both
traditional expert systems and ML logic for specific protocol functions. This will enable the creation of
highly tailored, contexaware protocol stacks. Promisingsearch in this direction includes Miased
medium access control (MAC) protocols, Discontinuous Reception (DRX) control, Downlink Control
Information (DCI) compression, resource scheduling, and power control.

Edge intelligencelt is envisioned that 6G networks will integrate mechanisms to support decentralized
edge intelligencd71][72] where AI/ML models are trained and deployed on distributed and/or
extreme edge devices (i.e., UEs) to manage the analysis of data where it is generated, and to ensure
scalability, data privacy, and to reduce latency. Moving the intelligence towards the efithe
network will enable multiple 6G use cases involving intelligent devices such as communicating robots
for industrial use cases, immersive XR. Finally, 6G optimization tasks e.g., traffic predictimseRIS
channel shaping, will clearly beneffibom edge intelligence. A typical application example is Federated
Learning (FL) where compute could be potentially performed by UEs. On the one hand, protecting
sensitive data and limiting its use to the legitimate purpose is a prerequisite for usertancepOn

the other hand, task distribution in such a distributed learning and aggregation campaign allows for
coding schemes ensuring informatitimeoretic privacy. Another application example are-bHsed
subnetworks, where UEs autonomously customizétilmodels in their group, collaboratively sense
their environment, or jointly perform AI/ML inference. This will free the network from a flood of
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specific training and/or inference requests allowing for an overall resource optimization. Finally, low
latencybounded inference, e.g., for XR, is typically pushed to the network edge and may be split
between an edge server and the UE. While thisigeminimises delays, split inference places still tight
roundtrip latency requirements on the link between the edge server and the user device.

Al-enabled IBN:6G will leverage Al across various layers, requiring knowledge exchange between
themt such as Business Support Systems (BSS), service, resource flayeemmless Al integration.

This can be captured by IBN automation, where network, applications, anidesgare managed using
high-level intents. These intents enable autonomous systems to communicate goals and requirements
in an abstract way as required by the integration of Al in the networ&3]. By utilizing Al, IBN
simplifies network operation, optimises its performance, adapts to dynamic requirements Jtimeal
interprets intents, invokes the most suitable closed loops to fulfil the intent and automates the
decisionmaking processes. This is achieved by abstracting the internal details of a network and
allowing autonomous systems to reason on the expectationalsg@and requirements of users in the
networks. Such abstraction allows users to specify needs without knowing the internal network
procedures. The Intent Management Function (IMF) interprets these intents, while the closed loop
within the IMF monitors andaollects data, analyses and derives actions to meet user expectations,
ensuring continuous and adaptive network behaviour.

Data Management 6G will encounter a data explosion, necessitating advanced management
strategies to handle a highly diverse mix of netwahkd applicatiorgenerated data. A muHiered

storage architecturespanning ompremises, edge, and cloud storagalong with daa lakes or data
space will be crucial to consolidate and manage vast amounts of structured and unstructured data,
ensuring flexible access and remhe analytics. Granular access controls will safeguard data security,
while anonymizationgchniques will support system development without compromising user privacy.
Furthermore, effective data management in 6G requires protocols and standardised ontology tables,
to ensure seamless interoperability, facilitating the storage, management, andfar of data across
various stakeholders. These strategies will be crucial for building a wide range of 6G related services
and systems, and are key to enabling thenafive 6G system architecture.

3.9. PHOTONICS

Photonics is a key enabling technology to access the higher bands of the RF spectrum delivering RF
systems with unmatched performang@4] which will be needed to support the increased data rates

in 6G. This includes both the ldass distribution of microwave signals through optical fibre as well as

RF signal generation and RF signal processing in the optical domain, providing functiems tteay
complex or even impossible to carry out directly in the RF dofii&ih This has led to the combination

of RF and photonic technologies into a discipline known as RF Phdttiics

Photonicbased RF Signal Generation is commonly based on optical frequencycdowersion,
coherently mixing two optical wavelengths onto a higpeed photemixer (photodiode or
photoconductor), generating an electrical signal determined by the frequéifference between the

optical wavelengths. While its main advantages are its maximum achievable RF frequency (up to 2.5
THz) and the broad tuning range (from 5 GHz to 2.5 THz), the frequency stability is generally poor if
the two lasers are free runningyith wide linewidth and large frequency drift (> 10 MHz/h). This
requires using additional phase locking scheff@}to increase the signal stability.

Another key advantage of RF photonics is in the development antenna arrays, enabling the optical
distribution of the signal to each of the individual elements of the array throughlds® optical
waveguides. Due to the high gain required at these freqydrands (around 50 dBi), antenna arrays
with large number (in excess of 100) elements are required. While electdoivien arrays face the
serious problems associated with the ohmic losses of the feeding network.
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In the photonic approach this is no concern since is common, to exploit the broadband capabilities of
photodiodes and photoconductors, to integrate them with planar antennas (such agieppatch, or

slot antennas). This allows to reach higher frequesiciwithout the restrictions of the coplanar
waveguides (CPWs). The full potential of photemn@bled phase arrays to unlock scalable MIMO
techniques is achieved when combined with optical beamforming networks (OBFNs) which enable
independent steering mangeams in 2D phased array antenfae

3.10. DIGITAL TWINS

DTs have recently emerged as a new concept that allows to generate a digital replica of a physical
entity, which accurately represents its properties and behaviour. In the context of 6G, NDT are seen as
one of the main enablers for the next generation ofwetk technologies. Indeed, NDT are envisioned

to enable further network automation and intelligence by providing an accurate and (neajmeal
representation of the network state which can be used in the decision process for orchestration and
resourcemanagement. NDT will be customized with different levels of granularity to include the
properties and behaviours that are relevant for the use case and will encompass the technological
domains for 6G (i.e., radio, extreme edge, edge, core, cloud, NT)mag span across different
administrative domains to provide d&2Eview on the network state and the relevant KPIs.

b5¢ gAff 0SS AYyGSAINIGSR Ayid2 GKS 2NDOKSAGNYI GAzy |
environment for decision algorithms and models by simulating and assessing the effects of possible
orchestration or configuration actions in different scenariafdre applying the actions on the real

network infrastructure. The NDT will also be used to predict the future state of the network at different
timescales and trigger proactive mitigation actions when needed. As real datasets from
telecommunication netwdks are difficult to obtain due to privacy concerns, and may not cover all of

the relevant scenarios or features. NDTs will be further leveraged to generate synthetic data to
augment or replace real datasets.

3.11.HARDWARE

High frequency transceiversto achieve the expected higrequencies e.g., sulfHz, in 6G, high
frequency transceivers will be needed. These can be seen at the intersection between optical and
microwave circuit technologies. Many integrated circuit technologies such as diéss CMOS and

SiGe, as well as-M semiconductors based on GaAs, InP, and GaN, have advanced during the last years
to have capabilities at higher frequencies. Different technologies have advantages in terms of
integration rate, eliability, cost, efficiency, power consumption, frequency, power, and noise figure.
The main enabler to gain benefits from different technologies is to mix them on the same package
using heterogeneous integration.

In semiconductor devices, one emerging trend is to use a Resonant Tunnelling Diod&gq&eID)
technology for wireless communication transceivers. The potential of RTDs is based on their simplicity;

a 1 mwW 300 GHz source requires only a single RTD dedlised using photolithography, while
transistorbased technologies such as CMOS require an array of devicesQ8utm highresolution
lithography, and advanced circuit design techniques. Moreover;iEBd frontend architecture is

simpler than the moe conventional transistebased approach; RTDs can operate as both transmitter

and receiver and in many cases, many RF blocks such as PAs, LNAs, and mixers can be omitted.
Performancewise, RTEbased devices can achieve comparable figures of merits. lopiheal domain,

there are several advances on both light source and detector technologies. Developing white LEDs that
are energy efficient at the same time having a substantial bandwidth is a challenge. The use of highly

10 https://www.lionix - international.com/about - us/rd - projects/tera6qg/
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sensitive detectors also subject of research, as they will allow the design of more effective receivers.
Many optical components support efficient transmission of data and energy using the same
infrastructure.

Devices and their classe#inalysing different useasesthe legacy 5G device classes e.g., eMBB,
URLLC and mMTC, will likely continue to be relevant for 6G, but it is expected that further device
classes will be introduceld8]. While one could consider different criteria for deriving device classes
from usecases, one approach could be based on the radio communication requirefii@htsn a 6G
network. For instance, Energy Neutral (EN) devices that rely only on energy harvesting will enable
short-range energy efficient loT deployments. The Reliable High Data Rate with Bounded Latency
(RHDRBL) devices will provide immersive experiendgds the help of reliable, high data rate
communication with bounded latency. The High Reliability and Low Latency (HRLL) devices will
combine seamless connectivity, autonomous operation and safety for human collaboration. Finally,
the Enhanced Massive MTEMMTC) will expand on the 5G mMTC devices with improvements leading
to slightly higher bitrates, wider coverage and potentially incorporating capabilities or Al/ML
techniques. Application related features such as sensing, Al/compute capabilities dttbequart of

the above device classes, wherein low end EmMMTC device may not support sensing due to limited
compute capabilities, while high end devices such as cobots that belong to HRLL device class could
support it.

HW accelerators: Traditionally, networking tasks such as packet processing, encryption, and load
balancing have relied heavily on CPUs. However, the increasing complexity and volume of network
traffic, coupled with the demand for lower latency and higher throughput, haxposed the
limitations of CPtbased networking. This has led to the development of specialized HW accelerators
designed to offload and optimise these tasks, thereby improving overall system performance.
SmartNICs, also called Data Proceskinigs (DPUSs), represent a prime example of HW accelerators.
They are specifically engineered to handle network data processing at line rate. DPUs typically consist
of generalpurpose CPUs, higgpeed network interfaces, and dedicated HW engines for tsiskb as
encryption, compression, and deep packet inspection, which offload intensive tasks from the main
CPU, thus reducing latency and freeing CPU resources for other computing needs. DPUs offer several
key data acceleration operations, including data kEicparsing, RDMA over Ethernet (RoCE), TCP
acceleration, network virtualisation (e.g., supporting VXLAN), traffic shaping accelerator, crypto
acceleration for IPSEC and TLS etc. Such capabilities make DPUs especially valuable in data centres,
where they ehance performance and efficiency. Furthermore, DPUs have significant potential for
edge computing deployments, ensuring higireed, lowlatency communications while improving
energy efficiency and security. To fully realise this potential, newadiéleraed operations need to

be designed and explored, such as offloading relevant 6G network functions, enhandiagedl
operations at the edge, integrating lofigach optical connectivity directly into DPUs, and enabling
semantic communications and confidédtcomputing in decentralized 6G environments.

Neuromorphic computing6G is expected to require increased computational power at the edge. Edge
processing faces tight constraints on latency, battery life, and cooling infrastructure, which makes it a
good match for neuromorphic computing (NC), an emerging technology whiabrporates
computational primitives of the brain to reproduce its réghe, energy efficient processing. While NC
covers a diverse range of algorithmic and #¥ated technologies, NC systems typically harness non
Von Neumann architecturelg9], memorycompute integration, analog circuits, support for sparse
communication, and/or asynchronous evemsed processing. NC HW has been shown to outperform
conventional HW on a range of algorithmic classes, with numerous applications in 6G. Fiat NC c
lower the latency and energy consumption of Deep Neural Networks (DNNs). This can support 6G by
boosting Albased receiver solutions in channel estimation, equalization and demodulation tasks,
increasing spectral efficiency. It further allows processiatp at the edge, reducing the volume of
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data flow in the network. Second, NC can quickly and efficiently find solutions to optimization problems
due to their memorycompute integration, which could for example allow the use of large antenna
arrays in 6G, by increasing the symbol decoding acgumamassive/multuser MIMO cases. Third, NC

can boost calculations on graphs (i.e., dynamic routing), by mapping the nodes and edges of sparse
realworld graphs to neurons and synapses with sparse connectivity, respectively. NC promises to
perform such gorithms and applications with unprecedented ré¢iahe speed and energy efficiency,
bringing the edge processing power required for 6G to all nodes along the communication chain.
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4. 6G ARCHITECTURE

Thissectionaims to bring an updated vision on the 6G architecture concepts and potential innovations.
As research in mobile networks is currently transitioning from 5G to 6G, we start with analysing and
identifying a set of fundamental challenges in the current &Bigecture that limit efficient and global
operations. Then we draw a vision to identify potential architectural innovation areas that can address
those challenges and lay the foundation for 6G systems.

4.1. ARCHITECTURE CHALLENGES

This section provides a detailed analysis of various challenges we envision for the network architecture
design of transforming 5G towards 6G, to meet the new objectives and requirements (KPIs and KVIs)
of the six usage scenarios for 6G as defined by MiE2030 framework for the year of 2030 and
beyond, discussed sectionl. Accordingly, in the following we map these challenges into four groups
based on the IMT defined six usage scenarios, namiglExtension from IMR020 (5G) including
Immersive Communication, Massive Communication, and Hyper Reliable & Low Latency
Communication;i{) ubiquitous connectivity;ii{) Al and Communicationivf and Integrated Sensing

and Communication.

4.1.1.EXTENSION OF IMT- 2020

Achieving advanced extended KPI such as the envisioned by IMT 2030 in a sustainable way involves
overcoming various barriers across multiple network domains, including access, core, orchestration,
management, and transport. In the following a structuredlysis of these barriers and their impact

on the deployment and operation of 6G networks is provided.

Unsustainable RAN VirtualisatiotVirtualised Radio Access Networks (VRANS) can provide significant
advantages over traditional hardwired RANSs, such as mitigating vendeinlastkeamlining upgrades,

and enabling resource multiplexing. However, current VRAN solutions face substartidhadniity
challenges. HigperformanceHW accelerators (HAs) necessary for indugjrgde requirements are

costly and energyntensive. HAs like ASICs, FPGAs, and GPUs, while providing latency gains, raise
concerns aboutong-term sustainability due to their high costs and energy consumption. Developing
novel RAN virtualisation solutions is crucial for achieving sustainability in the RAN ecd8@jtem

Poor Interoperability of RAN component#&chieving 6G performance KPIs also builds on the seamless
integration of Virtual Network Functions (VNFs) with the Radio Intelligent Controller (RICGRARNO

and 3GPHRlefined automatic functions and algorithmsn SBAwithin the RAN can enhance network
management processes and introduce a RAN bus for KPI collection and performance measurement.
The API based design allows for an agile versioning of the specification, limiting the problem of
ossification of standardisethterface. However, challenges suck aonflict mitigation, anomaly
detection, and reatime Al implementation in the RIC persist. Improving the RIC architecture and xApp
functionalities is essential for better interoperability and control.

Reconfigurable Multi ConnectivityMulti-connectivity can enhance reliability and reduce latency by
using multiple traffic paths. Current 3GPP solutions lack flexibility, often leading to inefficient resource
consumption. Supporting advanced mwdtnnectivity (either RAN based or melRAT) approaches in
Multi-Access Edge Computing (MEC) deployments is fundamental for optimizing network
performance. This involves dynamic control and configuration of traffic paths to ensure efficient use
of radio resourcesnd power[80].

Integration of localised Networksintegrating localised networks with diverse characteristics, such as
NTNs and subnetworks (like-wehicle or iArobot networks), presents challenges in coverage,
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operational purpose, and spectra. Enhancing support for these networks can optimise their services
and enable seamless integration. This requires flexible network architectures capable of
accommaodatinghe unique requirements dbcalised network80].

Non-Flexible Service&Centric DesignThe current design philosophy of 5G/B5G networks prioritizes
universal service offerings, limiting flexibility for diverse user needs and application demands.
Transitioning to a more adaptable design that can accommodate various use cases and performance
requirements is essential for the 6G era. This involves moving beyond the rigid hierarchical design of
current network architectures.

Extreme MIMO Processing ComplexiyIMO communications are fundamental for spectral
efficiency, but their high processing complexity remains a bottleneck, especially with increasing
antenna elements. Developing higierforming, modelbased processing methods that balance
complexity and pdormance is critical for advancing MIMO communications in 6G networks.

Growing RU Energy ConsumptioRadio Units (RUs) consume more energy than other network
components, often due to inefficient operation. Optimizing energy consumption in RUs, especially
during idle times, is essential for reducing overall network energy usage. This includes impreving th
efficiency of power amplifiers and ensuring optimal signal distribution.

High Volume of Control Plane Signallinghe SBA introduced in 5G aims to transform monolithic
applications into independent services. However, the increased signalling traffic from direct
communication between Network Functions (NFs) poses significant challenges, also due to stratified
CP/UP iteractions. The surge in signalling traffic leads to higher energy consumption and cost, limiting
scalability. Optimizing signalling management is crucial for 6G networks, especially as mobile networks
integrate intolT infrastructures. Enhancing resilience and reducing single points of failure in NFs can
support network slicing and flexibility.

High Latency and Unreliable Network IntelligencEraditional NI solutions often fail to leverage the
unique capabilities of the underlying computing infrastructure, resulting in suboptimal network
utilization and excessive data exchanges. A more tailored approach aligning NI solutions with network
infrastructure specifics can significantly enhance efficiency. This involves optimizing interactions
between NI algorithms, network services, ahlV, reducing unnecessary data transmissions, and
focusing on compact datasets. Leveraging edge computing and astvdearning algorithms can
further enhance responsiveness and intelligence in network operatjB@} Additionally, current
5G/B5G networks are not designed with dataven solutions and NI processing at the centre. This
involves leveraging realistic datasets for training and evaluation and developing efficient NI algorithms
to enhance network operatian

Efficient Orchestration.The transition to 6G involves creating an integrated communication and
computation environment where network and application services can be seamlessly deployed and
orchestrated[80]. Having different orchestration solutions across the compute continuum presents
challenges in coordinating these orchestrators effectively. Developing cognitive coordination
strategies is essential for efficient resource management in heterogeneous;tendint, and multi

site topologies.

Orchestrating the OrchestratorsThehigh network programmabilitpf 5G driven by NFV and SDN,
enables flexible and dynamic placement of VNFs across the network. As we move towards 6G, creating
an integrated environment for seamless deployment and orchestration of services and resources
becomes crucial. This involves managime cognitive coordination of different orchestration solutions
across various levels, from mutfite orchestration to finegrain distributed taskevel orchestration.

EnergyEfficient RAN OperationsApplying efficient NI algorithms to automate energfficient RAN
operations requires realistic datasets for training and evaluation. The integration of Al/ML services
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with RAN control functions needs to be efficient, reusable, and explainable. Addressing the energy
consumptionof radio-related network components and ensuring optimal operation poarescrucial
aspects obustainable network operations.

Tackling Latency for Seamless Connectividew technologies like terahertz (THz) communication
bands and massive MIMO systems promise an increased bandwidth but also present challenges like
severe attenuation and complex signal proces$81j[82]. Managing the latency and the complexity
associated with these complex computations is basic for meetiadyperreliability and ultralow

latency demandsf 6G

Quantum-Resilient Security ArchitectureAs quantum computing advances, transitioning to post
guantum cryptography (PQC) is necessary to protect against quaenabled attacks. Integrating

PQC into 6G networks poses challenges, including larger key sizes, higher processing demands, and
ensuringbackward compatibility with existing networkd3][84].

Under-Utilized Modem Programmable WPlane TransportProgrammable switches, smartNICs, and
Network Processing Units (NPUSs) offer novel compute resources for VNFs to operate on network traffic
at packet level and line rate. Current solutions for ugkme inference are limited in complexity and
feature supprt. Integrating more sophisticated models and demonstrating -mwaidld use cases
remain challenges. Additionally, coding and deploying current models fband computing is a
manual process requiringxpert knowledge, hindering the adoption of these solutions. Unlocking the
full potential of programmable usegslane computing can lead to significant gains in latency and
throughput.

Sustainable and Dependable NetworkButure 6G networks require architectural innovations for
integrating subnetworks and ensuring reliable E2E service 1¢88]s In-X subnetworks (e.g., 4n
vehicle, inrobot) need localised, cosffective solutions with extreme requirements, featuring
autonomous local data management and seamless integration with broader nety@8ksThese
subnetworks must maintain partial autonomy to stay operational during intermittent or lost
connections with the 6G parent network, achieved through internal resource management and core
network functionalities.

Privacy Preserving Network Operatioffrocessing data in a centralised way for operation such as
orchestration or analytics production, may pose risks in terms of privacy, as one entity takes care of
the data for all the other players in the ecosystem. This is of particular importancegihditgsed data

is Cyber Threat Intelligence.

By addressing these barriers within their respective domains, the transition to 6G networks can be
made smoother andnhore efficient, paving the way for innovative applications and enhanced network
performance.

4.1.2. UBIQUITOUS CONNECTIVITY

The following challenges and in part related opportunities have been identified to address the
requirements of the ubiquitousonnectivity.

Lack of Global, Open, and Ea®¢Use Service APIShe possibility of realising actual global network
operations that are natively open to tenants as well as external MNOs needs a unified approach for
the service APIs. The current cellular architecture does not fully empower steedler providers and
global services, thus, limiting competition and innovation. Further, althotigh 5GS has been
designed to support various industries, configuring networks and devices for specific verticals remains
complexand time-cconsuming, hindering broader adoption. Several efforts have been made for the
creation of an abstraction layer in the form of easyuse APIs (i.e., CAMARA and 3GPP SEAL); yet the
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main challenge with those ambitious approaches is that they have not been adopted in practice and
we still lack open implementatior{87].

Obsolete Trust Model Hinders Performancgoday, service providers expand their coverage globally
only via preestablished agreements between two entities that define how they cooperate in
authenticating and billing users. This relies on the assumption that users rarely cross boundaries
between poviders, e.g., country borderghich is not an ugio-date assumption.

Integration among Terrestrial and Naomerrestrial Networks.TheNTN technology has the potential

to complement TNs and provide services to users in specific regi¢88]. There are several
fundamental challenges that need to be addressed in the integration of terrestrial and NTN
[80][89][90], e.g., ) supporting multiconnectivity, e.g., between TN and NTN) mapping services
between different connectivity technologigtiii) effective distribution of network functions across
space and grounds segment@v) achievingE2Erouting across diverse network domaiand )
managing the increase of satellite edge devices, which also necessitates the modelling sxtieliee
communication in clusters and formations. Traditional concepts need to be upgraded to meet
performance and resilient communication topology requiems including routing and packet
forwarding challenges, and their applicability to satellite clustersaceterrestrial distributed
computing fabric as well as achieving a fdligtributed service oriented architecture with the
exploitation of aerial, space, and terrestrial asqéts).

Lack of Integration among different ABased DeploymentsAlbased deployments and systems are
designed to operate autonomously, making decisions and taking actions without the need for human
intervention. However, without a unified view, current approaches put the burden of integrating the
automation of both Abkolutions and infrastructure to majority of stakeholders that typically lack the
specialization of both technologies at the same time.

Challenges in Federation-ederation related challenges relate fd-based vertical federatiorio
enable native integration of vertical services in mobile netwoekigje computing resource federation
across different stakeholders to enable the 6G vision of cloud continuumhetedogeneous network
domains federationpwithin the scope of Network as a Service (NaaS) including compute, transport and
RAN, to provision an E2E network service and to enable the-tanlincy[92].

Support for UserCentric Approach in Service Provisionimgonolithic network services (both physical

and virtual) could become significant bottleneck sources as the number of linked devices/users rises.
The usercentric architecture in 6G implies altering how users, network services, and apps will
communicate, Wich will have an influence on the ownership of personal digital assets, network
access, and mobility management. In order to realise the-usatric 6G network, the main challenge

isthe architeatizNJ £ NBRSaA3Iy 2F (GKS O2NB ySig2N] =z F2ff25
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also giving users full control over data ownersj8g).

A

Management Plane Centralizatiohe 5& which was designed with centralized slice management
support, has tightly integrated service management and slice management under a centralized
OSS/BSS. This design does not scale to-tenlint, heterogeneous, mukstakeholder ecosystems.
Managementand orchestration of every aspect of the network and the services it delivers requires
having a model that allows etme-fly collaboration and adaptation, evolving to the M&O and
distributed Al frameworks, Zefdouchmanagement enabling Alriven dynamic reconfiguration for
seltdriven 6G infrastructures.

Support for Semantic CommunicationgVithin classical communication systems, if a received packet
contains errors, a retransmission is required until all bits are perfectly reconstructed. A possible
paradigm shift may come from semantic and goaénted communications with the aim of enalj

the recovery of the significance associated with the transmitted sequence or the fulfilment of the goal.
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Hence, there is an urgent need for the amount of generated as well as transmitted data to be optimised
for sustainable 6G network80].

4.1.3. Al AND COMMUNICATION

5G was not inherently designed for Al, neither Al for improving the network performance nor how to
externally expose Al as a Service. In the following we list the main challengekédGan Atnative
system

Enable an AAssisted Data Driven Architecture in 668G architecture lacks support of AlaaS, both in
network use and for externahndmethods on how tdoth update and train Al models and collect and
process data necessary for the Al model traindwgpther challenge is how to optimise the usage of
computing resources and power consumption for ML models training and infer&€hose challenges

are even more key a&l can be employed in almost every aspect, segment and domain of a mobile
network, enablingautomated network operation and user service suppf34]. Nevertheless, 6G
systems need to be Al and computation pervasive to benefit and exploit the Al, implying a data driven
architecture[93].

Al Models Involved in Decision Automation Are BlaBlox in Nature.The blackbox nature of Deep
Reinforcement Learning(DRD. models involved in decision automation jeopardizes their
interpretability and trustworthiness. Moreover, human-the-loop workflows are challenging as
blackbox models complicate finding the root cause of various issues and anomalies and deriving
possibé solutions.

Learning at the Edge: The Scarce Resources Chall&uge intelligence, defined as the application of

Al and ML at the network edge, has been identified as a key element in 6G, leveraging the multitude
of data generated by the network and applications to learn and predict theimie conditions and
servicerequirements, thus enabling the proactive solutions for reduced latency and overall better
performance and automation. However, the constraints on the training of such complex Al models
over limited ed@ resources, the absence of sufficient local context information or data interpretation
and the privacy concerns regarding the transfer of sensitive user datasets to the cloud, stress the need
for decentralized learning solutions.

Sustainable data process and generation through learning representations of data collected at the
edge and the far edge of the network, based on generative multimodal systems, which exploit the
combination of multiple inputs, are expected to learn improdada representations, when compared

to unimodal approachef94]. Models that learn from multiple modalities have flourished. Although
multiple modalities allow for building richer representations, several challenges exist, such as
methodology to infer a joint multimodal representation and efficient approaches to entlitd cross
generation of missing modalities conditioned on available ones, how to define a suitable and efficient
training and sampling procedure, and how to merge multimodal input sources and what are the
relevant training objectives that contribute toass generation properties.

Lack of a Unified E2E AlOps Framework and Al Conflict ManagenAérat the edge has been used

for proactive network management, such as channel modelling and prediction, traffic and mobility
forecasting, network resource allocaticemdtask offloading. However, while most Al solutions have
been designedo address standilone problems, the development of unified frameworks capable of
overseeing=2Eoperationsis not well investigated. In this direction, efficient collisiyree Al solutions

will be needed able to work in a harmonized way when dealing with closely related problems, such
E2Eslicing, optimally splitting DU and CU functions across the -ettnel compute continuum, or
resource allocation of network and computation resources under edge constraints. Besides, Al
techniques are expected to exploit the huge amount of data colleetethe edge for achieving an
optimised operation.
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Efficient Application of AI/ML Algorithms for Automation of Enerdsfficient RAN OperationsThe
application of efficient Al/ML algorithms requires realistic da&s for training and evaluation, which

are usually limited to operators and hard to obtain for the developers, e.g., due to privacy
concerns.Realistic emulation and digital twinning tools might help, thotlgiseentail the complexity

of deriving realistic energy related KPIs. Finally, the exposure and integration of Al/ML services with
RAN cotrol functions with the goal of improving among others, efficiency, reusability and
explainability, is still an open point.

Need for SeHEvolving, Autonomous, and Extendable Systems with Predicting Capabilities.
Implementing Al technologies for both predictive netw@k] and security management in a dynamic
system is a significant challenge spanning all communication layers, from physical to application. Novel
predictive approaches are needed to enhance traffic performance as well as support self
configuration, dynamic cality reinforcement, and predictive maintenance, while avoidingefdted
security issuef95][96].

4.1.4. INTEGRATED SENSING AND
COMMUNICATIONS

ISAC is one of the key innovations of 6G, bridging communication and environmental sensing towards
unlocking novel services and capabilities. ISAC transcends the boundaries of conventional dedicated
sensing equipment such as radar and light detection amdjing (LIDAR). Its potential spans diverse
industries, enabling applications from precise positioning to environmental monitoring and brings 6G
networks into realms of comprehensive sensing and perception capabilities, paving the way for new
applicationsand unprecedented user experience and interaction. Despite the promises of ISAC, several
keychallenges related to its integration in the 6G network are identified, as listed below.

Beyond Communication Network Service§. KS S @2f dziA2y 2F (GKS Y20Af S
boundaries, beyond conventional connectivity, into accommodating, supporting and exposing novel
services, expanding thecope of thenetwork by processing data, generating insights, and delivering
added value from societal, innovation, and business perspeci8assing will be integrated as a
fundamental capability in 6G, and in this sense ISAC characteristics should be supported, considering
the seamless fusion ofd@anced sensor technologies with ulifast wireless networks, enabling real

time data collection and transmission for diverse applications n§@4lfo7].

High Data Volume Between Sensing Nodes and Network Core for Distributed Sensing Sdrvises.
architectures, the volume of data transmitted between sensing nodes and the networkigore
considered tobe overwhelming, leading to congestion and inefficiencies in data processing. This is
primarily due to the centralized nature of data processing, where large quantities of raw data are sent
from the sensors to the core network for analysis, taxing bothdwadth and processing capabilities.

Lack of Compact and Complete Data Representatia@s would struggle with creating compact and
complete representations of sensing data for efficient transmission and processing. This lack of
optimised data representation leads to increased computational load and inefficiencies, particularly in
distributed operations where adaptation to dynamically changing KPls is cf98jal

Lack of Sensing Control Functiorihe absence of robust control functions for sensing in distributed
operations is a significant barrier in 5G. This results in a lack of adaptability in control mechanisms to
meet varying KPI requirements, which is essential for optimizing network perfar@nand resource
allocation in response to redgiime environmental changes.
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Lack of Standard Ways to Select and Configure Sensing ResolB#eC is not only a netweblased
approach, it can also be both netweand UEbased. If Ubbasednewchallengesriseregardinghow
to select and configure the sensing resources and how to collect and analyse the sensing data.

Lack of Continuity of Service for Sensing Over a Large Area across Multiple Network Elehvres
considering disaggregated or distributed networks, the interference cancellation problem between
multiple distributed Tx and Rx antennas is more challenging. When consideringoGtheeart
integrated solutions, most studies however only consider centralized implementations where sensing
and communication functional pipelines are split, and the challenge is mainly how to distribute the
sensing and communication functionalities across itidtiple distributed network elements so they

can share resources maximally. Moreover, joint communication and sensing not only requires
distribution of the signal transmissions but also the computations should be distributed and shared
effectively. Another important challenge is how to track and handle the mobility of the sensing objects
or users across different domains/areas iseamlessly manner, and hent®emaintain continuity of
sensing services over large aredbe design of 5& does not yet support wide area sensing services
and therefore cannotseamlesslynmanage handovers on tracking sensing objects orsuseross
extended spaces, impacting the reliability and accuracy of the sensing functions.

Lack of Synchronization Among Distributed Network Elemerfsr optimalresourcedistribution, it

is necessary to consider the synchronization requirements for the different processing options, and
adaptively learn the synchronization requirements and signals in the network as function of both
communication and sensing needs. Senseglires sending signals over long durations, and there are
no solutions yet that minimise the synchronization cost.

Channel ModellingThe design and optimization of the new network architecture supporting ISAC call
for accurate channel models for the complex propagation characteristics, including ray tracing and
dynamic object and blockage modelling.

Waveform and Signalling OptimizationMeeting the envisioned communication and sensing
performances requires new waveform and signalling protocols optimizatioross distributed
transmission while balancing the tradeffs between energy consumption, deployment costs, and
spectral efficiency necessitates innovative solutions for efficient resource utilizafioreover, the

ISAC waveforms also need to consider the coexistence with the existing legacy waveforms, in choosing
between OFDM and ne®FDM wavefans.

Non-line-of-sight (NLO$, Blockage and MisalignmenOvercoming propagation impairments such as
NLOS, blockages and misalignment is essential for ensuring a ubiquitous, sespieaally sensitive

for high spectrum bands. For instance, the mmWave spectrum is highly sensitive tagasickthe

radio propagation environment, reducing its effective coverage compared to lower bands. This is one
of the main barriers of adoption for higher spectrum bands, which also creates opportunities for smart
network technologies (e.g., ISAC) that mdg\aate this barrier

Cost and Power Consumption, Constrained Physical Size, and Other Deployment Limita@ioss.
and power constraints, along with physical deployment limitations, are critical considerations for
implementing ISAC in 6G networks. To address this challengegshend energyefficient HWdesign

and signal processingpproaches along with co-designedsystens enabling ISAC integration is
essentialto increase overall cost and energy efficiency

Lack of Object/Target Management Functiomhere is a critical gap in 5G architectures concerning
the management of objects or targets being sensed. Specifically, there is often no dedicated function
to monitor and ensure the accuracy and relevance of the sensed data, which complicates the tasks of
verifying and tracking specific targets over time and space.
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4.2. VISION ON ARCHITECTURE INNOVATIONS

This section is focused on providing a list of selected architecture innovations we envision to address
the different challenges as described in Sectiah

4.2.1. EXTENSION OF IMT- 2020

To overcome the challenges discussed before, a number of technical innovations have to be integrated
into the future 6G Network ecosystem.

Advanced Network Design and OptimizatioA new flexible 6G E2E system architecture view aims to
support efficient mobile communication and beyond communication services by emphasizing Al
integration, security, and modular design.this context, nvellearning frameworks are proposed
optimise wireless transmission chaimsth the goal ofhigher performance. Similarly, useentric
emerged communication protocols involve developingbAsed learning protocols tailored to specific
users and applicationd hese protocols aim to bridge the gap between wireless KPlssarvite
specific KP|nhancinghe overall servicdexibility.

To manage resources effectively, cognitive orchestration strategies are proposed to develop cognitive
coordination methods for resource management in heterogeneous network topologies. Additionally,
scalable signalling management offermw solutionsto problem ifincreasng signalling traffic, which

has been already an important issue in 5G networks, aiming to optimise energy consumption and
scalability[80]. Finally, Dynamic muitdonnectivity support with solutions for managing latency in
technologies likeTHzcommunication bands and massive MIMO systems, ensuring-lolivdatency

and hypetreliable connectivitywill be integrated.

Addressed Challenge&fficient Orchestration, Noflexible Servic€entric Design, Tackling Latency
for Seamless Connectivity, Sustainable and Dependable Networks

Al and ML Integration. Atempowered MIMO processing aims to develop advance@énabled
solutions for MIMO communication, improving efficiency and performance. DTs for 6G Al are proposed
to provide virtual representations of physical systems to enhdficAn Albased joint communication,
computational and storage resource allocation frameworkdsdedto optimise resource allocation
using semanti@aware information handling and predictive analytics. The predictive analytics engine
employs reatime information and federatedelarning techniques to predict network capacity needs,
ensuring QoS guarantees. AdditionallydAven energyefficient RAN operations aim to apply Al and

ML algorithms to automate eneregfficient operations in RAN and shall be supported by a data driven
architecture as discussed in Sect#8.

Addressed ChallengeExtreme MIMO Processing Complexity, High Latency and Unreliable NI,-Energy
Efficient RAN Operations

Architectural Support for NewHW Infrastructure. Verticataware edge computing with crosmain
coordination aims to expand the MEC paradigm to support advanced B5G systems, simplifying
interactions between service layers and 5G netwoH/enablers for 6G Al involve developing novel

HW implementations using advances in neuromorphic computing to support efficient Al services.
Intelligent RAN virtualisation is proposed to address sustainability issues by developing intelligent,
energyefficient alternatives to current RAN virtualisation solutions. Additionally, programmable
transport resource optimization aims to unlock the full potential of programmable transport resources
for better network performance.

Addressed Challengesinsustainable RAN Virtualisation, Reconfigurable Midtnectivity, Under
Utilized Modern Programmable Transport
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Interoperability and Integration.Developing scalable interfaces between applications and networks,
providesflexibility for consistent performance across domains. Advanced conflict mitigation for RAN
componentamprove theinteroperability by among different network functiomperating in the same
domain (e.g. RAN)Enhanced support for localised network integratimyuires flexible network
architectures supportingheir diverse characteristics. Seamless integration of TN and NTN focuses
enables directo-satellite connectivity and resilient operatior§80]. Additionally, a selbrganised
network architecture can target seamless network transitions and effective adaptation to traffic
conditions.

Addressed Challenge®&oor Interoperability of RAN Components, Integration of Localised Networks

Security and ResilienceQuantumresilient encryption methods aim to develop pagiantum
cryptography solutions to secure 6G networks against quartniabled attackgd99][83]. Beyond
communications network services are designed to enable new 6G applications such as sensing and
compute offloading, focusing on secure and efficient data managementE2Econtrol plane
framework aims to demonstrate deterministic muiléichnology and multstakeholder network
orchestration, ensuring QoS metrics like latency constraints are met.

Addressed ChallengesQuantuntResilient Security Architecture, High Volume of Control Plane
Signalling

Energy Efficiency as an Enabler for Sustainabil®ptimised RU power management introduces
innovations to optimise energy consumptionRJs including improved power amplifier efficiency- Al
driven energyefficient RAN operations aim to automate enegf§icient operations in RAN using Al
and ML algorithms. An Alided network architecture provides optimization frameworks for resource
allocaton, multi-connectivity, and network slicing, enhancing overall network efficiency and
sustainability{80].

Addressed Challenge§&rowing RU Energy Consumption, Endgfficient RAN Operations

Privacypreserving decentralized and distributed networkingznabling a Decentralized Security
Analytics system enhances network security by distributing data processing to edge devices, utilizing
Federated NWDAF for tasks such as anomaly detection, and integrating grreseyving Al models.

Also, the integratiorof Explainable Al with Distributed Attestation allows to enforce a Zero Trust
model, leveraging cloutlased FPGAs and Distributed Ledgers for secure and auditable verification,
which can also bapplied to Cyber Threat Intelligence sharing.

Addressed Challenge®rivacy Preserving Network Operation

4.2.2. UBIQUITOUS CONNECTIVITY

The following solutions aim at addressing the challenges pertaining to ubiquitous connectivity.

Vertical Integration, Open Global APIs, and New Trust Mod&lgisting service APIs shall be further
advanced and opened up to transform them into a vertimaénted ones that (i) expose network
capabilities to verticalg(ii) provide verticainformation to the network; andiif) enable verticals to
dynamically request and modify certain network aspects, in an open, transparent and easy to use,
semiautomated way. For example, Cooperative Awareness Messages (CAM) verticals can provide
different types ofinformation from the CAM services, e.g., planned route or current vehicle position
and status, that could be useful for the communications system. Moreover, currently, APls are exposed
from the network core (e.g., through the NEF), edge (e.g., MEC ARls)ceess domain (e.g., RIC APIs

of O-RAN architecture). Thus, there is a need for a unified API framework due to the plethora of APIs
and to realise the interactions in a secure and interoperable manner.
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In terms ofnew trust models, distributed ledger technology (DLT) can be leveraged to enable dynamic
partnerships in the ecosystem, focusing on +iale billing, automated dispute resolution, trust, and
confidentiality. Accordingly, blockchain solutions can enablectliinteraction among mobile
operators and supports different charging models. For example, such a new trust model marks a
significant change, requiring a shift to a paradigm where 10T device identities, e.g., pertaining to
connected cars or logistics oging on a global scale, are not tied to a single operator. This approach,
grounded in decentralized identity, separates user authentication from operator services, paving the
way for innovative business models and dynamic customer charging strategies.

Addressed Challengesack of Global, Open, and EésyUse Service APIs, and Obsolete trust model
hinders performance

Seamless Integration Between TN and NTAtlvancements in NTN assets (both satellite and aerial
components) and aerial device/flying node management can be capitalized on to ensure a seamless
integration between TN and NTN elements. This allows for the creation of a unified areffomsnt

network configuration that can dynamically move functionality and adapt to different network
topologies, including both terrestrial, aerial and space no¢®g][89]. A multi layer network
architecture is envisioned to support NN integration by considering a set of different radio cell
types including femto, micro, macro, super, HAPS based, NGSO based and GSO. This requires for
effective multi connectivity acrosthe different access technologies between orbit layers and with
terrestrial network to enable seamless mobility. On the one hand, routing across the different access
layers associated to each cell types, shall take into account a wider set of constoaimtared to 5G
including QoS and latency requirement, congestion state (network and spectrum), energy
consumption[89]. On the other hand, efficient implementations for medonnectivity[100] involve
application of multipath protocols such as MPT@B], MPQUIC (Multipath QUIC) and new Active
Queue Management (AQM) strategies (e.g., CAKE, Codel, SQM,) possibly casted into the evolution of
the 3GPP ATSSS framework. Moreover, fully softwarised space segment owing to the design of more
advanced NTMegenerdive payloads will pave the way towards a more effective and flexible
ubiquitous connectivity, achieved through space and terrestrial assets in more sustainable way. On the
other hand, dynamic mapping service needs to the current network infrastructureraeled by new
E2Eprotocols. Service developers can make use of the provided APIs that can be jointly orchestrated
via Atbased algorithms. This involves exploiting Virtualised network functions that can be dynamically
deployed in a distributed manner mass TN and NTN nodes, hence necessitating effective and
sustainable crosdomain orchestration frameworks. Further, intfBLMN scenario with NTN/TN
hybrid access can strengthen the scope of TN and NTN seamless inted€dfjornother key
challenge on the TN and NTN integration is how to handle the service disruptions (interruptions and
declined quality) in constellations of Low Earth Orbit satellites and how to cope with high densities of
ground terminals and the high2Edelays of satellite constellations. Besides, not only the end devices
2y GKS INRdzyR YI& Y2@Ss odzi faz2 GKS alaSttAaasS a
time frames base on their path around the Earth. This can be handled through matdleservices

that can mitigate this effect, by estimating the receive/transmit situation and it must be able to derive
proper actions at the right place, specific including satellite selection, caching or other means
depending on the applicatiof101].

AddressedChallengesintegration among Terrestrial and Noerrestrial Networks

Native Al Integration Towards IntenDriven Lifecycle Management (IDLM) Demonstrated via
Testbeds and Experimentation Processdsarge Language Models (LLMs) as part of an E2E Al
framework can be leveraged to deliver the IDLM for Federated Experimentation infrastructures,
providing great benefits in terms ofaking simpler to performexperimentatiors in 6G. The
experimenters can simply express their desired experimental intents @msequently, steer the
conducton of experiments towards the extraction ahaximised utility and insights from the
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experiments. Auteconstructed workflows are executed from natural language prompts and adapted
in an autonomous manner that is transfused from the IDLM service towards the testbeds. Explainable
foundation models use neursymbolic Al to address traceabyjliand interpretability, hence further
improving reasoning and root cause analysis via explainability. Edge Intelligent agents deployed at the
testbeds adopting MLOPS and AutoML workflows are closing the IDLM loop vitowemnodrift
detection, seHconfiguration and seHoptimization of research infrastructures. Zef@uch
management enabling Alriven dynamic slice reconfiguration for sdliven 6G infrastructures is
translated in a unified approach for service and network management, following a DRiacipp
architecture, where a centralized decision engine addgss®nvergence and stability problems by
making arbitration decisions to solve conflictive decision making or race conditidbRloNetwork
automation and sefbptimization via closedbop achestration in multilayer and intecomputing
scenarios with multiple cooperating stakeholdéssneeded in 6G network#\l/ML techniques are
expected to bethe key to achieve more effective close loop optimization strategies combining the
knowledge of the current network condition with predictions on future traffic trends and service
demand[102].

Addressed Challenge&ack of integration among different-Based deployments

Scalable FederationA scalable federation architecture provides access to vertical application
developers and experimenters to heterogeneous computing resources without a centralized
orchestrator or resource manager. It leverages intelligent, decentralized paradigms and egnergin
federation standards, where platforms are interconnected with an overarching federator plane that
spans the entire path between testbeds, via east/west ARisallowingan easieonboarding of new
testbedsthat supporta high salability of the federation.

Addressed Challenge€hallenges in federation

UserCentric Architectural DesignThe realisation of the usearentric 6G network motivates a

LI NI} RAIY & KRAZFAIdZAENIRO dhdesS NIt f 26 Ay 3 dzaSNE G2 LI NJ
creation and operation, while also giving users full control over data ownership. To this end, the
network architecture can be separated into user service nodes (USNs) and network service nodes
(NSNs), which will be adaptable for activities, such as collaborative sensing and distributed learning to
spread Al applications on a broad scale across the-etbgel continuum. This usarentric redesign of

the core architecture is driven by the distributed edgleud continuum and the openness of the 6G
system, following the paradigm of the 5G core openness and its exposure capabilities with
standardised 3GPPP4s, such as CAPIF/NEF, as well as the Network Apps paradigm. The cloud
continuum in 6G will allow the realisation of the USN and NSN services in a distributed and adapted
way closer to users, tenants, applications, data sources, and regulated procesasesemMices can be
easily created, placed, subsequently scaled and moved between the clouds of the continuuar (i.e.
edge, near edge, and central cloud).

Addressed ChallengeSsupport for Usecentric approach in 6G service provisioning

Disaggregated Management Plane of Domain Manager Orchestratbr&roperable modules can
enable a fully decentralized management plane. This simplifies onboarding of-ptriy
infrastructure domains (e.g., cloud and edge nodes, abstracted via the intelligent cognitive compute
continuum framework) or connecting Nisthe form of GRAN compliant elements (i.e., CUs, DUs,
and RUSs).

Addressed Challenge#anagement plane centralization.

Semantic Communicationin this paradigmthe boundaries between communication, computation,
and intelligenceare blurred where a more structured goaliented design paradigm is followed. This
paradigmfurther makes communication converge with computation in a jointly datad model
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driven manner, which changes the current contéatind-transmitwithout-understanding approach,
where data is transmitted without a prior understanding on whether and how it is informative for Al
algorithms.

The intelligence model at communicating devices and/or network elements can be utilized to
overcome the limits of the traditional separation of source coding and transmission (channel coding),
offering: (1) new models and concepts for semantic data transmission and procg$2)hgew
theoretical bounds and algorithmic solutions that approach those bouadd (3) new architectural
requirements, concepts and new blocks that enable implementation of the semantic transmission
techniques at scale. In additipsemantieaware information handling can significantly reduce the
amount of unnecessary data both generated and transmitted, thus contributing to sustainable 6G
networks. It is worth noting that implications of the use of Al on the overall energy congnmgitall

be studied, as well. In parallel, traffic prioritization techniques can benefit from metrics such as Age of
Information and Value of Information, leading to highly sustainable resource allocation solutions
[80][88].

Addressed Challengesupport for Semantic Communications

4.2.3. Al AND COMMUNICATION

We claim that there is the need toedign and implement a novel 6G system architecture that
integrates a distributed Al framework for combined communication, computation and control and
empowers the convergence of networks and systems to enable new future digital s¢8¢sA 6G
architecture should inherently support AlaaS botimitwork use and for external use to improve the
injection of automation and distributed intelligence characteristics. The following explains the main
innovations in this area.

Data Driven Architecture, Enablers and Framework.6G architecture should inherently support
AlaaS both for imetwork use and for external use to improve the injection of automation and
distributed intelligence characteristicB84][97]. The main Al enablers for the 6G daldven
architecture comprise of the MLOps, DataOps, AlaaS, and management. MLOps focuses on making ML
models operational by ensuring smooth deployment, versioning, and monitoring within the overall
architecture. The mchitecture requirements for MLOps are access to fjghlity data, scalable data
storage, computation for data processing and model training and finally security and trust. The high
guality and scalable data storage is enabled by the DataOps. The Daa@lsr must ensure an
efficient data collection and integration, serving MLOps with data at the right time and with right
guality. DataOps require an E2E data pipeline that can serve MLOps with data, and a version control
for the collected data. One of ¢éhin-network use of Al is the ability of much improved management of

the network with the goal of making zetouch management and automatiofi04]. This can be
enabled by a scalled closeetontrol loop together with explainable Al (XARd Machine Reasoning
(MR)mechanism$105]. The latter are used in parallel to ML models to ensure their explainability and
hence ensure trust in their inputs. Besides, XAl combined with MR allow finding the root cause and
deriving possible solutions. At the same time, the-RElhelps DMO manageto detect intent and

policy conflicts and create rules to generate optimal and trusted decisions.

Finally, the AlaaS framework builds on MLOps, DataOps and management to provide Al services to
different parts of the network and to endsers. The AlaaS framework requires new APIs for exposure
in-network and to enelusers. It is also identified that Alaggjuires security measures and compliance

with regulations and feedback loops for continuous improvement and resource optimization.

Addressed Challenge€nable a data driven architecture in 6G and Al models involved in decision
automation are blactbox in nature.
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Network Automation. Thereis a need toenhance the level of network automation in control and
management of 6G networksA fully automated network involvespplying multilayer sel
optimization and seltonfiguration strategies supported by distributed Al, monitoring metrics and
data, Al agents and trained Al models.

The management architecture enables a closed loop andri®n automation of the network at
different time scales, coordinating reime control reactions with medium and longterm
optimization, decisions, and combining locahd globalscope reoptimization strategie$97][94].

To enable an automated management and optimization of communication and computing resources,
one possible solution ithe provision ofan intelligence layer, especially for the edge. This layer
specifies the modes$pecific methods fori AlI/ML training and validationiX AI/ML model monitoring

and management (e.g., retraining if needed), including the Al conflict resolution moduleiipAtNIL

model inference. Furthenoreto ensure Security, Privacy and Trustworthiness fdd. 8], there is a

need to include methods for formal verification, data privacy, causal Al representation, explainability
and trustworthy RL and data sharing, specifically taking into account the challenges present in edge
scenarios.

Addressed Challenge&ack of a unified e2e AlOps framework and Al conflict manageih@ritand
Lack of an Aassisted and Datdriven architecture.

Subnetwork Integration.The subnetworkecosystem is characterized by a flexible, softwarized, and
virtualised environment, which allows for high freedom in the local distribution and allocation of tasks
and functions to computinglWresources in pursuit of deterministic service provisioning. There is also
a clear trend towards the integration of subnetworks and (edigjeud infrastructures as part of the

ALISOALEAT SR ¢cD WySiGg2aN] 2F ySis2Nhamarksdotha 6y ¢ ¢ | 2

parent network computing infrastructure requires architectural innovations leveraging Al/ML that
enablepredictability, dependability and a seamless integration and scheduling of the communication
and computing technologig80].

Addressed ChallengedNeed for selevolving, autonomous, and extendable systems with predicting
capabilities, and Integration of Localised Networks.

Intelligent Architecture for Coordination/Cooperation in the RANhe RIS0-BS requirements can be
processed in the noneal time unit of the RAN architecture leveraging the use of Al to organize and
provide cooperation/coordination among RI368][109]. Further on, the Ri®-UE requirements can

be processed in the real time unit of the RAN architecture leveraging the use of Al for codebook
selection. As low latency is the priority, this function can be located very close to the users.

The proposed Intelligent Plane incorporates an Al Engine, which will provide a serverless execution
environment hosting the AI/ML models, offering inference and training services to the control plane
applications such as rApps or xApps by following a lgassupled approach. The Intelligence Plane

will facilitate energy efficiency enhancements by exploiting control and monitoring functions of the
radio and edge compute domaifsl0]. The Intelligence Plane also aims at integrating the control of
RIS, fixed relays or relay User Equipment, (UEs with relaying capabilities).

Addressed ChallengedNeed forselfevolving, autonomous, and extendable systems with predicting
capabilities, and Efficient application of Al/ML algorithms for automation of ereffigient RAN.

Distributed Trustworthy Al Engine Based on Federated Learnfdistributed trustworthy Al Engine
based on federated learning approachesill allow intensive computation to take place in a
disaggregated fashion without promoting the spread of sensitive information through the network
[111]. The security will be driven by Al to provide enhanced cognitive capabilities to detect, mitigate
and prevent from Cybethreats[112].
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